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Amax is the maximum eigenvalue of the matrix, and n is the order of the
matrix.

Consistency Index (CI)

2
Random Index (RI) @

Consistency Ratio (CR) =

The random indexes (RI) for the matrices are shown in Table 5. RI values of
0.58 and 0.9 were used for the consistency check of the three alternatives and four
criteria, respectively.
Table 5

Random Index (RI)

Random Index ‘

1 2 3 4 5 6 7 8 9 10

0.00 0.00 0.58 0.9 1.12 1.24 1.32 141 1.46 1.49

For the first criteria evaluation, the Consistency Ratio value was 0.078 (7.8%).
This value is acceptable because it is less than 0.10 (10%). For each evaluation, CR
value was calculated. Figure 36 shows the averaged Priority Vector values of the four

criteria used in this thesis.
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=,
Q

c1 C2 c3 C4
A\
0.121 0.548 5 0.048 0.283

econd ation
0.120 0.557 0.053 0.269

0.102 0.583 0.050 0.266

0.115 0.562 0.050 0.273

Result (Criterion importance
Third place First place Fourth place Second place

Figure 36. Averaged priority vectors and Rankings of criteria.

The aforementioned process was used to evaluate the three systems used in
this thesis. Table 6 shows the pairwise comparison values of the three systems for
the first criterion, technology & design. Similarly, Table 7, 8, and 9 show the
comparison values of the three systems in terms of other three criteria'. Table 10, 11,
12, and 13 show the priority vectors (PV) for each system. The second and third
evaluations followed the same process. Table 14 shows the averaged priority vectors

for all three systems.

1 The data shown in Tables from 6 to 13 belong only to the first evaluation.



Table 6

Design & Technology

S1 S2 S3
1 8 3
1/8 1 1/4
1/3 4 1
11/2 13 41/4

Table 8

Cost Effectiveness

S1 S2 S3
1 4 1
1/4 1 1/3
1 3 1
21/4 8 21/3

Table 10

Table 7

Safeguarding Integrity

S1 S2 S3
1 3 5
1/3 1 2
1/5 1/2 1
11/2 412 8

Table 9

Privacy Protection

S1 S3

1 3 3
1/3 1 2
1/3 1/2 1
12/3 412 6

Table 11

Priority Vector: Design & Technology Priority Vector: Safeguarding Integrity

Sil s2 s3

0686 0615 0706 2.007
0.086 0.077 0.059 0.221
0229 0308 0235 0.772

Table 12

Priority Vector: Cost Effectiveness

il s2 s3

0444 0500 0429 1373
0.111 0.125 0.143 0.379
0.444 0375 0429 1.248

0.600 0667 0500 1.767
0.200 0222 0333 0.756
0200 0111 0.167 0.478

s1 s2 = PV
0.652 0.667 0.625 1.944
0.217 0222 0250 0.690
0130 0.111 0125 0.367

Table 13

Priority Vector: Privacy Protection

S1 S2 S3 PV
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Table 14

Averaged Priority Vector Values of the Three Systems
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Criteria Evaluations
System 1

System 2 System 3

First Evaluation 0.669 0.074 0.257

Second Evaluation 0.665 0.104 0.231
Criteria 1

Third Evaluation 0.688 0.078 0.234

Average PV 0.674 0.085 0.241

First Evaluation 0.648 0.230 0.122

Second Evaluation 0.753 0.172 0.075
Criteria 2

Third Evaluation 0.723 0.174 0.103

Average PV 0.708 0.192 0.100

First Evaluation 0.458 0.126 0.416

Second Evaluation 0.480 0.115 0.405
Criteria 3

Third Evaluation 0.429 0.143 0.429

Average PV 0.456 0.128 0.417

First Evaluation 0.589 0.252 0.159

Second Evaluation 0.608 0.272 0.120
Criteria 4

Third Evaluation 0.707 0.201 0.092

Average PV 0.635 0.242 0.124



In order to get the final results, all weight values of the three systems were

multiplied by the ranking values of the criteria as follows?.

~

0.674
0.085

0.241

0.708
0.192

0.100

0.456
0.128

0.417

0.635
0.242

0.124

~

~

-

0.115\
0.562
0.050
0.273

/

>

0.672

0.190

0.139

=
=
=

System 1
(X-Ballot)
System 2
(NDSU Sys)
System 3
(VEV)

The results of the evaluations shows that the proposed XML based system

(i.e., X-Ballot system) obtained the highest value of 0.672. The final values for the
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NDSU e-voting system and the VEV are 0.19 and 0.13, respectively. Therefore, this

results indicate that the X-Ballot system is an effective solution to secure electronic

voting system in terms of integrity and privacy.

The evaluation process focused on the e-voting systems’ capabilities of

ensuring data integrity, privacy, the overall strength of the technologies used in the

systems and the cost effectiveness of the implementation of the systems. The XML

security techniques are the major technologies used in the design and the

implementation of the proposed X-Ballot system. In particular, the strength of the

XML-based encryption and digital signature techniques used in the X-Ballot system,

supported to minimize integrity and privacy related concerns of electronic voting in a

cost effective manner.

2 Note that this is a matrix multiplication.
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XML is the underlying technology for the design of the proposed X-Ballot
system. All system generated files such as electronic ballots that are used by the
voters to cast their vote and other required files are in the form of XML file format.
The encrypted XML files received by the each process of the X-Ballot system ensure
that unauthorized parties cannot access sensitive data in the files. The digital
signature in each electronic ballot helps election officials to make sure the system
consists of strong security measures to ensure the integrity (accuracy, consistency,
and trustworthiness) of election data. Ensuring voters’ privacy is another goal of this
thesis. Therefore, the proposed X-Ballot system introduce a mechanism to verify e-
ballot sensitive data such as IDs of voters without violating privacy of the voters.

In order to make sure all system generated XML files are well written and
valid, all XML files in the X-Ballot system were validated (Markup Validation Service
[APA], n.d.). In addition, the system generated keys for the encryption process are
kept in secure containers.

Summary

This chapter described, how the X-Ballot system was evaluated in terms of
four important properties of electronic voting systems. The new proposed system was
compared with two other systems. All the steps involved in the evaluation process
were explained in this chapter. The next chapter presents conclusion and possible

future works of the new approach.
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Chapter VI: Conclusions and Future Works

Introduction

This chapter presents a brief description of the thesis and summarizes the
findings. The chapter also provides recommendations for future work related to the
proposed new system.
Conclusion

Electronic voting is the electronic form of voting and it makes the voting
process more accurate, efficient, and also helps to increase voter turnout. However,
security is a major concern of EVS. Therefore, e-voting systems need to satisfy
several important security requirements such as confidentiality, integrity, availability,
and privacy. Protecting these essential security requirements is a very challenging
task. Unauthorized parties can change sensitive data of e-voting systems for many
different purposes through malicious attacks. Unauthorized modification of data in
EVS, violate integrity requirement of the system. In order to prevent inappropriate use
of electronic data, considering only the physical security is no longer adequate.
Critical systems like EVS are highly vulnerable to various kinds of attacks. Therefore,
these systems often need robust security measures and enhancements to protect
important and critical data in their electronic ballots.

In this thesis, a new secure e-voting system was proposed to verify and
safeguard the integrity and preserve the privacy of EVS in an efficient, less
complicated, and also less expensive manner. The new EVS used advanced XML

security standards such as XML encryption and XML Digital Signature, and also
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Visual Studio.Net framework technologies. XML technologies used in this thesis
significantly contributed to make the system very efficient. The proposed new
approach was evaluated with two other existing EVS. The results showed that the
new approach is very effective in verifying and defending integrity of electronic voting
process as well as protecting privacy of voters. The proposed EVS is a better voting
system for small and mid-size electoral populations. With the proposed approach,
organizations can manage their voting process with confident. While the new
approach reduces the effort needed to develop secure e-voting systems it also
lowers the costs of developing e-voting systems for small and mid-size electoral
populations.

Future Works

The proposed X-Ballot system designed to safeguard and detect integrity
related issues of EVS and also to protect privacy. Therefore, the proposed system
need to be improved to satisfy other security requirements of electronic voting such
as confidentiality, nonrepudiation, and availability.

The proposed X-Ballot EVS is suitable for elections where the size of the
election range from small to medium. The new system can be further improved to be
used in large election processes with few modifications. A large election may have
millions of voters. If an electronic election has a huge amount of votes, processing
each and every e-ballot individually could be an inefficient approach. Therefore, at a
certain point, a set of e-ballot data can be consolidated into a few separate files to

reduce the burden and make the process more efficient and effective. This sort of
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improvements may also help reducing the network traffic and the high demand of
computer resources such as computer memory, high performance central processing

units, and high speed network connections.
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Appendix A: E-Voting Survey Questionnaire and Results

Q1: How do you rank the importance of the factors of e-voting system?
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Q2: Do you think voting will eventually become completely electronic?

000% 1000% 20.00% 30.00% 40.00% 50.00% 60.00% 70.00% B80.00% 90.00%

Yes T7.55% 76

MNo 22.45% 22
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Q3: How do you rank the following advantages of e-voting System?

Increase Voter Tumout
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Convenient

35 4

=
[=]
Ln
=
=
Ln
[
[
Ln
L

84



85

Q4: How do you rank the following e-voting attributes according to potential threat

level (Give one to highest)?
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Q5: How do you rank the following e-voting attributes according to the level of
harmfulness on voters if a malfunction take place in voting process (Give “one” to the

most harmful attribute)?
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Q6: Select your top 3 e-voting attributes that you expect from an e-voting system as a

voter.

User Friendiness

Privacy

Availability

Integrity

&

Confidentiality

0.00% 1000% 20.00% 30.00% 40.00% 50.00% 60.00% 70.00% B80.00%

Answer Choices Responses

Confidentiality 62.00% 62
Integrity 73.00% 73
Awailability 48.00% 48
Privacy 62.00% 62
User Friendiness 45.00% 48
Total Respondents: 100
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Q7: How do rank the following e-voting attributes according to the level of attention
required by election authority (Ex: Election authority should pay more attention to

your no “1” choice)?

Avalability 2187

0 05 1 15 2 25 3 35 4 45

1 2 3 4 5 Total Score
Confidentiality 22 42 26 9 1 100 375
Intergrity 40 25 26 B 3 100 393
Avalability 15 9 a0 40 B 100 287
Privacy 14 19 12 34 17 100 275
Usability 9 1 ] 7 73 100 1.7
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Q8: In your opinion what is the e-voting attribute which has more social and/or ethical

issues?
Availability -
Confidentiality _

0.00% 10.00% 20.00% 30.00% 40.00% 50.00% B0.00%

Confidentiality 17.00%
Integrity 25.00% 25
Availability 7.00% ?
Privacy 51.00%




Appendix B: Source Code of X-Ballot System

Program.cs

using System;

using System.Collections.Generic;
using System.Ling;

using System.Windows.Forms;

namespace ev_test

{

static class Program

{

i1

/Il <summary>
/Il The main entry point for the application.
/Il </summary>
[STAThread]
static void Main()
{
Application.EnableVisualStyles();
Application.SetCompatibleTextRenderingDefault(false);
Application.Run(new MainAdminForm());
}
}
}

MainAdminForm.cs

90

using System;

using System.Collections.Generic;
using System.ComponentModel,
using System.Data;

using System.Drawing;

using System.Ling;

using System.Text;

using System Windows.Forms;

using System.Xmil;

using System.Security.Cryptography;
using System.Security Cryptography. Xml,

namespace ev_test

{
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public partial class MainAdminForm : Form
{

public string text2;

//string[] selection_validity;

string[] registered_voters;

string[] send_by_tallyprocess;

string[] validity_results_tp;

string[] castedVotesID;

public MainAdminForm()
{

InitializeComponent();

}

private void button1_Click(object sender, EventArgs e)
{

Vote form1 = new Vote();

form1.Show();

}

private void btnEncTally_Click(object sender, EventArgs e)

{
CspParameters cspParamsReg = new CspParameters();
cspParamsReg.KeyContainerName = "XML_ENC_RSA_KEY_REG",

CspParameters cspParamsRegAdm = new CspParameters();
cspParamsRegAdm KeyContainerName = "XML_ENC_RSA _KEY_REG_ADM",

CspParameters cspParamsTally = new CspParameters();
cspParamsTally.KeyContainerName = "XML_ENC_RSA KEY_ TALLY";

CspParameters cspParamsValid = new CspParameters();
cspParamsValid KeyContainerName = "XML_ENC_RSA_KEY_ VALID";

RSACryptoServiceProvider rsaKeyReg = new
RSACryptoServiceProvider(cspParamsReg);

RSACryptoServiceProvider reakKeyRegAdm = new
RSACryptoServiceProvider(cspParamsRegAdm);

RSACryptoServiceProvider rsaKeyTally = new
RSACryptoServiceProvider(cspParamsTally);
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RSACryptoServiceProvider rsaKeyValid = new
RSACryptoServiceProvider(cspParamsValid);

this.txtRsaAdmPubKeyForTally. Text = rsakeyRegAdm.ToXmIString(false);
this.txtRsaValiPubKeyForTally. Text = rsaKeyValid. ToXmIString(false);
this.txtRsaTallyPubKeyForTally. Text = rsaKeyTally. ToXmlString(false);
this.txtRsaRegPubKeyForTally. Text = rsaKeyReg.ToXmIString(false);

for (inti=0;i<3;i++)

{

XmlDocument xmlIDoc = new XmIDocument();

try

{
int ballotNumber =i + 1;
string fn = "eballot-" + ballotNumber. ToString();
string nfn = @"C:\votes\ballots\" + fn + ".xml";
xmlDoc.PreserveWhitespace = true;
xmlDoc.Load(nfh);

}

catch (Exception exp)

{
MessageBox.Show(exp.Message),

}

try

{

Encrypt(xmlDoc, "regprocess"”, "EncryptedElement2", rsaKeyReg, "rsaKeyReg"),

Encrypt(xmlIDoc, "valprocess", "EncryptedElement4", rsaKeyValid,
"rsaKeyValid");

Encrypt(xmlDoc, "admprocess”, "EncryptedElement5”, rsaKeyRegAdm,
"rsaKeyRegAdm");

Encrypt(xmlDoc, "eballot", "EncryptedElement3", rsaKeyTally, "rsaKeyTally");

int ballotNumber =1 + 1;

string fn2 = "Tally_eballot-" + ballotNumber.ToString();

string nfn2 = @"C:\votes\" + fn2 + ".xml",

xmlDoc.Save(nfn2);

}

catch (Exception exp)

{
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}

}

}

private void btnRequestValidate_Click(object sender, EventArgs e)

{

}

ListViewltem itm;

int ballotNumber =i + 1;

arr[0] = "eBallot-" + ballotNumber;
arr[1] = validity_results_tp2[i];
arr[2] = "Candidate";

arr[3] = "Candidate”;

arr[4] = "Candidate";

itm = new ListViewltem(arr);

if (arr[1] == "Vote is valid")

{
itm.BackColor = Color.LightBlue;
}
else
{
itm.BackColor = Color.Red;
itm.ForeColor = Color.Yellow;
}

listViewValResult.Items. Add(itm);

catch (Exception exp)

{
}

MessageBox.Show(exp.Message);

ControllD.TextData = "Request has placed to validate voters";
MainAdminForm.ShowMsg();

public static class ControllD

{
}

public static string TextData { get; set; }




