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Abstract

The increased adoption rates of Solid-State Drives as the primary storage devices in
digital computing is causing traditional computer forensic examination to face enormous
challenges. Digital forensics has typical routines and guidelines which are followed to extract
critical data in the form of evidence from storage drives of digital devices like computers and
laptops. These conventional mechanisms apply to the traditional spinning media disk-based hard
drives as these devices leave artifacts through which the forensic expert can extract and recover
the deleted files. However, the Solid-State Drives make use of NAND based flash memory
implementation which makes it impossible to recover the deleted data from these devices. Solid
State Drives are unique in nature and architecture which is steered by a controller chip inside the
device. The controller and algorithms are kept as a secret by the vendors of these devices which
makes it impossible to extract data from them. Over the years, the forensic department has found
some routines and mechanisms to retrieve data from these devices. It is necessary to examine the
challenges that these devices pose in data recovery and to examine the possible methods for data
recovery from these devices.
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Chapter I: Introduction
Introduction

Digital Forensic is the art of retrieving data from digital devices like computer, laptops,
mobile phones, for evidence as a part of criminal investigation. Digital forensic helps in solving
criminal cases by extracting data from various digital devices and using the data as evidence in
solving a crime investigation. Due to its validity in the investigation, many commercial
organizations have used the support of digital forensic for their benefits in various types of cases
such as bankruptcy, espionage, fraud investigations, and intellectual property theft. Research has
shown that nearly 95% of the criminal cases leave evidence which can be captured and analyzed
through the computer and digital devices (Bell, 2010).

However, with the advancement in computer technology, new forms of storage devices
have emerged. So far, most computing devices use the spinning media-based storage devices
where data retrieval was done using a forensic kit; even if the data got permanently deleted. With
the advancement in technology, Solid State devices have come into use as the primary storage
for most of the digital computing devices. Solid State Devices do not leave behind any artifacts
inside them and pose a massive challenge for the forensic data team to recover the data from
these devices. Over the years, the adaptation rates of Solid-State Devices have been increasing
due to the extended data security that it provides, and this has been posing severe challenges for
the forensic science department. This work examines the technology available for data recovery

of these devices and makes recommendations about future technologies (Chen, 2011).
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However, its usage has increased the complexity of forensic investigators. The TRIM,
garbage collection and wear leveling creates sanitized disks which makes the data inaccessible

for data recovery (Bednar & Katos, 2011).
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Figure 1. The Usage of Solid-State Drives (Geier, 2015)

Moreover, with each SSD, the garbage collection algorithm can vary in aggressiveness
and can pose a severe complexity to the process of data recovery. It calls for an exploration of
using various methods of data recovery that can be used by forensic experts on the solid-state
drives. Based on these explorations, this work will examine the current state of the art of
technology available for data recovery for these devices and will make a recommendation of
future technologies (Bednar & Katos, 2011).

Problem Statement

Though SSDs are significantly fast in terms of speed compared to HDDs, Storage drives

have brought revolution in terms of storage, which resulted in increased usage of this SSD.

Storage drives raise a few challenges to digital forensic investigators, some of which are:
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1. How can forensic analysis be done on SSD?

2. What routines are to be followed during a forensic analysis?

3. Which tools are used to perform the forensic analysis?

4. What type of data should we consider for this analysis?

5. How to compare the results between SSD and HDD?

6. How effective will the approaches be?

Nature and Significance of the Problem

The practices followed by digital forensic investigators to solve HDD data retrieval cases
will be a lot easier and less challenging when compared SSD data retrieval because some SSDs
are made using NAND flash memory.

As per the statistics shown in Figurel, we see a significant rise in the usage of SSD. So,
the comparison of forensic analysis of HDD vs. SSD helps the researchers and investigators take
better steps while doing a forensic analysis of SSD.

Objective of the Project

The research examines the complexity involved in SSD data recovery and the current
state of the art of technology by analyzing the performance routines available in data recovery
from these devices. The challenges forensic investigators face in extracting evidence during data
recovery from the solid-state devices get easier when compared with hard disk drives.

Project Questions
The project questions are as follows:
1. What are the challenges faced by forensic investigators while using tools to retrieve

information?
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2. What type of files would be recoverable after deletion?

3. Would the deleted files be recoverable by other methods?

4. Can the results be the same with different approaches?

Limitations of the Project

The motive of this study is to examine challenges solid-state devices pose to the routines
and mechanisms of forensic investigations. This study does not make any attempt to change any
of the existing methods of extracting evidence or to the data recovery but suggests how these
methods are adequate or not, for retrieving the data from these devices. The results obtained
from this research might be valid only to this data.

Definition of Terms

Digital forensics: It is a process of interpreting and under covering electronic data. The
primary goal of the digital forensics is performing a structured investigation by collecting,
identifying and validating the digital information, so those past events are reconstructed while
preserving any evidence in its most original form. Digital forensics can be very efficiently used
in a court of law (Technopedia, n.d.).

HDD: A computer hard disk drive (HDD) is one of the mechanisms that steer the
positioning, writing and reading of the disk. It is a non-volatile computer storage device which
has magnetic disks or platters which are rotating at high speed. It acts as a secondary storage
device. All the data stored non-volatilely are retained when the computer is turned off. Hard disk
drives are also known as hard drives (Technopedia, n.d.).

SSD: Solid state drive (SSD) is an electronic storage drive built on solid-state

architecture. SSD shares the same purpose as of Hard Disk Drive (HDD). NAND and NOR flash
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memory are used to make SSDs and to store non-volatile data. SSD is also called as an electronic
disk drive or Solid-State Drive (Technopedia, n.d.).

Summary

In this chapter, we learned what HDD and SSD are and how they function, and how the
market for SSDs is rapidly rising. We have also discussed the main problems faced by forensic
experts for data retrieval in these devices. A brief description of the definition of terms also has

been considered along with a short intro to study questions.
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Chapter I1: Background and Literature Review

Introduction

All the crimes related to computer technology and storage devices need digital forensic
expertise to solve the crime investigation. A significant component of these storage devices is
SSDs and HDDs. Retrieval of lost data from these storage devices is the primary job of a digital
forensic investigator, especially when data retrieval from SSDs has become a difficult task. In
this chapter, we will discuss why the data recovery process from SSD is different from that of
HDD, and about the use of forensic tools with an in-depth functionality of HDD and SSD.
Background Related to Problem

Since SSDs have special features like TRIM function and wear leveling, and since they
are made up of NAND flash memory, the techniques to study these behaviors and methods to
extract data are very scarcely known. These features could be of significant advantage in fast in
reading, write and store operations of SSDs, but possess a severe threat in the retrieval of deleted
information.
Literature Related to Problem

Forensics. Digital forensics is a combination of elements in law with computer science
and technology to analyze and collect data from computers, networks, wireless communications,
and storage devices in such way that is acceptable as evidence in a court of law (Ries & Hill,
2017).

The field of digital forensics involves the exploration of digital data from digital devices
as evidence for any case. The digital forensic thus collects and analyzes the data from computing

devices like mobile, computer, laptops for obtaining evidence for a legal matter. For the past 30



17
years, this method has helped in solving various kinds of investigations for the public and the
corporations as well. Digital forensics also includes the discovery of new information from
digital computing devices which handle sensitive data. It also provides measures to ensure the
data integrity, so that the confidential data cannot be corrupted by others and is intact for the
evidence purpose (INFOSEC, n.d.).

It is through the digital forensics that many cases of fraud, theft, software privacy,
software hacking, cybercrime, blackmailing, terrorism, prostitution, child pornography, domestic
violence, trade secrets have investigated worldwide. Through digital forensics, cases of network
intrusion, hacking, password hacking, cyber warfare, online trading frauds can also be examined
from the computation device history and memory devices and can be used to recommend
creating preventive applications to act as a safeguard against such crimes (INFOSEC, n.d.).

A few of the tools used in a forensic investigation are: (a) SANS SIFT, (b) Pro discover
Forensic, (c), FTK, and (d) Autopsy (INFOSEC, n.d.).

Spinning media drives and file storage (HDD). Information in the computing devices is
stored in the form of patterns of series of 1s and Os. The 1s and 0s are used only for human
interpretation but do not exist. The 1s and 0s signify the presence or the absence of electric
charge or magnetism in the physical device. In today’s computing devices, the main memory,
which is often called as the Random-Access Memory stores the patterns of 1s and 0s by
conducting charges in tiny battery like capacitors. To write the data into memory, some of these
memory cells are identified and selected. These cells are filled with electric charge as per the
data binary code. To read back the data from memory, the memory controller reads the electrical

charge present in the cell, and the application program generates the binary value for the charge
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stored in the memory cell. However, this storage of data in the form of charges poses a few
issues. The primary problem being that the charge cannot be stored permanently, for an extended
period. Hence it is necessary to read out the data and to recharge the memory cells to ensure that
the data can be preserved in these drives. Such memory is called volatile memory. It makes use
of a circuit to charge the memory cells and ensure that the data is stored in the device for an
extended period. However, there are some non-volatile memories which can store the data for a
permanent time without the need of the refreshing circuitry. These devices are called secondary
storage devices, and the popular ones are the spinning media-based devices, i.e., the hard disk

drive (Woodford, 2018).

Figure 2. Hard Drive (Phelps, 2012)

Previously commercial computers made use of spinning magnetic drum-based memories,
which provide access to the data in the form of blocks of digital codes. These digital code blocks
were written to and read from them randomly. It meant that the reading and writing from these
devices in any order was helpful for the computer programs for smooth execution and eliminated
the need for data to be read from any external storage devices from the beginning until the

needed block found inside it. It also allowed changing the data on these storage devices through
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the process of re-writing the tracks of media. These Magnetic drums made use of the random
organization of the data, and this helped in mapping the data to individual records of codes on
the drum with clear information. Each of these tracks further divided into sectors (Woodford,
2018).

Slowly, this gave the concept of hard drives on the computer. Hard drives contain a shiny
plate which is circular and has magnetic properties. This plate is known as the platter, and this is
divided into small units of areas. These areas of platters can get magnetized independently and
store the digital value equivalent to one or demagnetized values representing a value 0. It is
through the concept of magnetization, the information is stored in these devices, even when there
is no supply of power (Woodford, 2018).

These spinning platter-based storage devices replaced the traditional spinning drum-
based storage drives. Slowly these evolved into spinning disks of magnetic media which are
formatted with multiple tacks instead of the parallel magnetic drums. The track subdivision was
known as sectors, and these sectors hold the data. For each of these drives, there was a moving
read head or a write head that allows each platter to read/write data from or to any sector. While
doing so some time was spent to reach to the correct track and correct sector. The time spent is
called as seek time, and the delay for finding the first sector of the cluster by the read or write
head is known as rotational latency of the drives (Woodford, 2018).

Over the years, the data to be stored on these drives started to increase, and this called for
storage devices with increased size and increased capacity of the drives. It resulted in an
organizational scheme of the file-based system where the approach was to store the data on these

sectors in the form of files. This file-based system made use of a file allocation table, that gave
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the identification of the type of the file, its address, its permission, its ownership. The file
allocation table also contained an index to the first cluster where the data of the file is present on
the disk. In this scheme, a small amount of storage space was needed at the beginning of each
sector to store index points which would link to the next sector to be used by that file (Woodford,
2018).

The hardware and software controllers worked in synchrony to access a file and lookup
the desired data file from the file allocation table. It then followed a linked list of sector data to
retrieve data from the file and use it for a program. When the file was not needed anymore on the
disk, one of the approaches would be to overwrite the file by finding each sector allocated by that
file through the file allocation table. However, this approach is not used by the hard disk. A
faster method that reduces the wear and tears on the disk is used for altering the file allocation
table, which is to show the entire files in the recovery area, so other programs use that. However,
it is a standard practice to leave the deleted files intact, and this is used by the forensic experts
and their tools to recover the data (Woodford, 2018).

Mechanism of reading and writing in hard drives. The process of storing data on hard
drives is not much of a significant problem as compared to finding the data on these devices. The
hard drives make use of a proper storage mechanism to store data in the tracks. For storing any
information on the drives, the computer considers the file allocation table, which tells it about the
independent sector information. After locating a free sector, the read-write head is moved to the
sector area across the platters to store the data. For reading any data, the address for reading is

obtained by the program. The address is located using the file allocation program and the read-
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write head is moved to that address. The content from that sector is read, and the data is moved
to data registers which were provided to the programs that need the data (Brendan, 2017).

Solid state devices. Solid State Devices are storage devices made up of NAND based
flash memory chips where the data is read and written in the parallel form. The essential element
in use in Solid State Devices is the NAND based flash memory which is semiconductor-based
metal oxide memory. This memory is non-volatile and can provide enough density and speed for
making this device to be a perfect device for the primary storage device (Bell, 2010).

SSDs makes use of a grid of cells which can send and receive any data. Pages separate
the girds of the device, and it is in these pages where the data is stored. Pages are grouped to
form blocks. In order to write data in SSDs, the page should be empty, and it avoids overwriting

of the data (Wei, Grupp, Spada, & Swanson, 2011).

SSD PCB

NAND Flash Memory

Figure 3. Solid-State Drive (C/net, n.d.)
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The NAND flash chip components are stated in the figure. The flash page must be erased
to make a write operation. However, the erasing mechanism takes a long time and can decrease

the performance of the device (Wei et al., 2011).

Controller

Baffes

Horm
Architecture e

Figure 4. SSD NAND Flash Architecture (Thierolf & Uriarte, 2010)

The SSD central element the NAND flash poses several challenges to the SSD designers
and manufacturers. Designers have increased the sensitivity of the read and write mechanism
which gave rise to the Multi-Level Cell-based flash memory in SSD to increase the usage of
solid state drives. Another issue was about to drive longevity due to the wear on the flash cells.
This wear limited the erasing limits and the lifetime of the devices. It gave birth to the concept of
wear leveling. It is through the wear leveling the block on the SSD is written once before any
other writing to the block can be done again (Bux & lliadis, 2010). Moreover, since the SSD
makes use of the mechanism of reading data across all the chips at the same time, the need for a
movable head has been eliminated. It results in no performance loss for the operation and wear
leveling and has proven to be a valid concept for writing into the drives and increases its

longevity (Chen, 2011).
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SSDs makes use of a feature known as Flash Translation layer which runs in SSD
controller that can translate the block commands to execute on the flash. This feature blocks the
software access to physical blocks on SSD (Bux & lliadis, 2010). The translation acts as a mask
to the flash hardware on the operating system. Through this translation, the operating system
may be reporting that the blocks of the SSD may be unchanged, but the fact may be that the SSD
might be reallocating the data on the drives (King & Vidas, 2011). In the mechanism of the
garbage collection, the collector moves the active pages out of the block and performs the erase
function on these blocks. As the writes are being carried out on new pages, the garbage collector
creates free pages where the write operation is performed. The usage of garbage collection and
wear leveling has lead to the degradation of the performances as the garbage collector has to
move between pages to keep the allocation pool filled. It gave birth to the TRIM function. TRIM
changes disk garbage collection by allowing the operating system to mark blocks as deleted.
TRIM changes disk garbage collection by allowing the operating system to mark blocks as
deleted (King & Vidas, 2011).

SSD operation. The solid-state drives make use of flash memory like Random Access
Memory (RAM), but the RAM is volatile and clears the data whenever the system power button
is turned off. A solid-state drive, on the other hand, is non-volatile and retains the data even after
the power loss (Chen, 2011). The solid-state drives make use of grid-based electrical cells for
receiving data into the drives and sending data from the drives. Sections like pages separate these
grids, and these pages hold the data of the drives. The pages are grouped to form blocks, and in
solid-state drives, data is written into an empty page of the block. In Hard disk drives, the data

can be written randomly to any location on the drive at any time signifying that data is
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overwritten, but in solid state drives data cannot be overwritten. For overwriting the data should
be first written to some empty page and only then is that page used for writing the data. In solid
state drives when there are enough unused pages, it will take the data of the block and commit
that area of the memory to erase the whole block. Now the determined image will be printed on
the block that has unused pages (Chen, 2011).

Working of SSD. The main two parts of the solid-state drives are its controller and the
NAND flash memory. Along with other components, the whole circulatory for the solid-state
drives is placed on a printed circuit board. The entire printed circuit board is placed in a casing
and sold as solid-state drives (Chen, 2011).

The controller of the solid-state drives is a processor that is in the circuitry of the drives
and act likes a bridge of the flash memory components and the host computer. The codes
provided by the solid-state drive’s firmware are executed by the controller which contains
information to fulfill the requests of the hosts. It is the controller that shall decide how the solid-
state drives should function and what features it should offer. The main functions which the
controller controls and executes for the solid-state drives are read function, write function, error
checking function, deletion function, garbage collection function, wear-leveling function,
encryption function, overprovisioning function and the RAISE function (Chen, 2011).

The next important component of the solid-state drives is the NAND flash memory. The
NAND flash memory is an integrated circuit which can store information. Single layer NAND
flash memory is used in enterprise-based solid-state drives while the commercial solid-state
drives make use of multilayer cell NAND flash memories. The single-layered solid-state drives

are faster in nature, and the last longer which makes it expensive than the multilayer cell NAND
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flash memories. Writing operation in the solid-state drives takes place when the controller
programs the cells of the memory for storing the data. The memory cell holds the voltage in the
form of 1 or 0 and stores the data in the binary form (Chen, 2011).

Reading process in solid-state drives is pure as the controller does not much to do in
reading, but the writing process in the solid-state drives is a very complicated process. The
NAND flash memory cells are programmed for a time, and after that it becomes unreliable. This
property of solid-state drives is known as write endurance or program-erase cycle. Wear leveling
is used to reduce the impact of write endurance on the drive, which ensures the effective use of
chips cells that can be used one by one.

The solid-state drives do not provide the easy overwriting of the old data as in hard disk
drives, and this inefficiency makes the data management in solid-state drives trickier than the
hard disk drivers. Data is written in the form of pages by pages and is erased through a block by
block. When the data is deleted in solid-state drives like by empty recycle operation no erasing
takes place. Windows operating system makes use of a TRIM command which marks the data
for erasing as an invalid page. However, the actual erasing of the data takes place only when the
user writes some new data into the drive. There shall be no writing in the solid-state drives
without erasing the existing data first unless the solid-state drives are a fresh piece. For the old
drive, the process of wear-leveling and garbage collection is executed to enable the drive to write
the data into it (Chen, 2011). Due to garbage collection and wear-leveling data is re-written from

one place to another and this process is known as the write amplification.
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Literature Review Related to the Methodology

TRIM. This functionality is used to erase blocks that are marked to be deleted by the
operating systems. It has negative impacts on data persistence and forensic analysis. After
deletion, the data cannot be guaranteed as the memory controller of the SSD decides the when
and the number of marked blocks to delete. It is an essential function of SSDs which is not
available in HDDs. One of ATA Set management command attribute is TRIM. The operating
system using TRIM will inform the block that is to be deleted on the SSD. TRIM gives the list of
blocks which are safe for removal from the device. In Windows Server 2008 or Windows 7, the
trim command is enabled by default. The user can manually disable the TRIM command (Geier,

2015).

Enable:
fsutil behavior set disabledeletenotify 0

Disable:
fsutil behavior set disabledeletenotify 1

Check the status of TRIM:

fsutil behavior query disabledeletenotify

Results explained below:

DisableDeleteNotify = 1 (Windows TRIM commands are disabled)
DisableDeleteNotify = 0 (Windows TRIM commands are enabled)

Figure 5. Code Snippet for TRIM Functionality (Geier, 2015)

Garbage collection. Garbage collection works closely with TRIM functionality. It
keeps track of the cells that are to be deleted and combines extra data of empty ones which
helps in removing other cells. Garbage Collection works in the background and will only
work with TRIM command. If the file system instructs the memory to delete the address or

if the LBA address maps to a new address, the page is removed immediately, but instead, it



is marked as deleted using TRIM command. The garbage collection keeps track of the files
for removal. If all the files in the block are to be removed, the garbage collector erases the
whole block. If most of the files in the block are to be removed, or if more empty blocks
need to be created, the garbage collector moves the remaining items to different blocks and
erases the complete block. This operation is performed in the background (Geier, 2015).

Wear leveling. Each NAND cell contains a limited lifespan and has a limited
number of lifecycles and withstand more than 100000 cycles. Information is not always
expected to get updated with the same frequency, some of which will take a longer time, and
the other gets updated instantly. Maintaining the wearing out of cells is essential for the
aging to be uniform and minimum. This process is called wear leveling. There are two
approaches for wear leveling namely:

e Dynamic Leveling

e Static Leveling

® NO wear leveling

Figure 6. Wear Leveling (Geier, 2015)
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Dynamic leveling is a technique of rampaging LBA address from one host system to the
next available page. When the host updates the data, it either updates the page or writes into
the drive. Data is always written into the next free cell with less aging level. Equal wearing

is not guaranteed as unchanged cells will stay untouched (Geier, 2015).

Static leveling does the same functionality as dynamic leveling, but it also moves static
pages to other pages periodically. Data in the oldest pages can be moved to an average aged
page to make it usable for new data (Geier, 2015).

Forensic investigation of spinning media drives. Digital forensic experts rely on a few
principles while examining the evidence from the spinning media devices. No harm should be
done to the original media drive so that the integrity of the drive is preserved. To do so, the
experts do not write anything on the drive but instead, make a backup copy of the drive and then
perform the forensic analysis on the copy rather than on the original drive. Till date, a technique
of dead box forensic was executed which considered the original drive as the Holy Grail and
used other forensic tools to image the drive completely without altering its contents (Bednar &
Katos, 2011).

Forensic investigation of SSD devices. The hardware of the solid-state devices, along
with its firmware, exposes only those blocks of the device memory that are mapped to the sectors
and attach it to the computer-based forensic applications. The forensic software examines the
files which are allocated and are visible to the file system directory. Some of these files will be
available in recycle bin. These are inactive files, and the fragments that are scheduled by the
solid-state drive must be initialized to make them visible to the forensic analyzer software. It is

found that the repeated usage of the forensic analysis software on the solid-state drives which is



29
recently formatted may show different results while being executed multiple times as these
fragments reinitialize themselves. On the other hand, the repeated analysis by the forensic
analyzer application on spinning media based hard disk drives generate same results, and the
operation of this software on these hard disk drives is reliable and stable contrary to solid-state
disk platforms (Zhao et al., 2013).

The solid-state drives create complexity in the data recovery due to two main processes.
First through the implementation of the wear —leveling function, the data on the solid-state drives
are not written in logical, sequential blocks but are scattered on the blocks of the device. In case
any block fails then the file data is written to a different location which is unallocated in use. It
makes the sequencing and addressing of these blocks a complex issue. These sequencing and
addressing of the solid-state drive blocks are under the control of the manufacturer’s algorithm
and creates complexity for the forensic expert to get the file sequencing and to address. The other
complication arises from the re-initialization of the deleted files quickly since the hardware
blocks the initialization of the “blocks” before writing. Due to re-initialization, the contents of
the erased data blocks remain in the solid-state drive for a brief period creating a challenge for
the forensic experts to recover the data from the drive (Bell, 2010).

In an experiment, it was found that in 30 minutes, nearly 99% of the deleted files from
the solid-state drives were wiped off and were not available for the forensic recovery. The
deleted files in the solid-state drives are available only for a short period and these, when
rewritten, make the deleted files to be unrecoverable for forensic experts. In research, it was

found that the TRIM command enables commands to eliminate the deleted files from the drive
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and makes their recovery impossible but in the absence of the TRIM command, some portion of
the data can be recovered (Bell, 2010).

Another challenge that the solid-state drives pose to the forensic experts is the encryption
of the data at the device levels. Many third-party vendors and manufacturing companies provide
a service of encryption of the disk data to preserve the integrity of the data on the drive. Due to
encryption, the controller of the solid-state drives provide another level of abstraction for the
original solid-state drives data and offers a cluster-based view of the data to the host computer.
This abstraction creates complexity in forensic data recovery (Bell, 2010).

Summary

The study of this chapter shows the importance of SSDs and hard drives. It also shows
the exact functioning of both. The advantages and disadvantages of SSDs and hard drives and the
process of information storage in both also have been discussed in this chapter. The importance
of SSD in the forensic examinations and the main components of the SSD such as NAND flash
memory and controller are given in this chapter.

The main components of a hard drive also have been discussed. It can also present the
need and importance of both the devices in today’s world. The solid-state devices are unique and
architecture. A controller chip inside the device controls them. It is this controller and the
algorithms which are kept as a secret by the vendors of these devices. These controller and
algorithms make it impossible to extract data from these devices. This study examines the main
challenges the forensic investigators face in extracting evidence or data recovery from the solid-
state devices and analyses the typical performance routines for recovering data from Solid State

Drive during a forensic acquisition.
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Chapter 111: Methodology

Introduction

In this chapter, we discuss the methodology that we use to retrieve the deleted data using
digital forensic techniques. The tools that we use for this process also will be addressed, and the
comparison of results between SSD and HDD will be provided. We also discuss the hardware
and software requirements on the machines or devices that have been used to perform the
analysis.
Design of the Study

A laptop with Windows operating system is required. The primary motive of this
experiment is to retrieve the deleted files in SSD and HDD using forensic tools. They are
formatted before we use them. Load data into both the devices and remove them. We use FTK
Imager to create images of the disks respectively. The images are taken at regular intervals of
time and analyze those images with FTK tool kit. Check how many files have been recovered in
SSD and HDD, compare the results.
Data Collection

Data collection process involves a laptop with an SSD and an HDD. Some specific set of
files have been taken as evidence and passed on to the disks HDD and SSD respectively. Both
these evidence files have been deleted. Now the garbage data to each of the disks has been
passed again and has been removed.

Continued sending of garbage data to both the disks on specific timelines have been done

and have been deleted. Now the disk images of HDD and SSD have been taken at regular
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intervals of time and analysis of these images and checks on the number of evidence files have
been retrieved in SSD and HDD is done, and the results are compared.

Hardware and Software Requirements
Operating system Requirements: Windows & and above, i.e., 10 version

Software Requirements:

FTK Imager

FTK tool kit

HD Shredder

Microsoft Office

Hardware Requirements:
e Laptop — Dell Inspiron 13 — 17-7500U
e SSD - 120 GB- Kingspec,

e HDD- 120 GB- Blueendless,



Timeline
Table 1

Project Timeline

Task

Duration

Selection of Topic by Reviewing Different Articles
Collecting Information Related to the Topic
Introduction and Literature Review

Review of the Document

Project Proposal Documentation

Collecting All the Resources for the Project
Creating Image Files and Analyzing the Image Files
Comparing and Analysis of Results

Documenting the Results

Project Defense Documentation and Presentation

Three weeks

Two weeks

Three weeks

One week

One week

Three weeks

Four weeks

Three weeks

Two weeks

Two weeks
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Chapter 1V: Data Presentation and Analysis

Introduction

Here we explain how the data has been collected by acquiring images of both external
HDD and SSD. As a part of the next step, we will discuss on how we have extracted the data
from the images acquired and how the comparison and analysis of the data have been performed
along with the comparison of the results obtained from both the drives. The tools that have been
used for this process are FTK imager and FTK.
Data Presentation

In this section, we would be discussing what type of files is present in the drives. There
are different formats such as PDF, word documents, excel sheets. These have a high scope of

evidence present in them as they might contain crucial information.

« ~ > evidences > animal
# Quick access

| E ¢
3 Dropbox — ! *
— '

= This PC

¥ Network

animal 21 jpa animal 22 jpg animal 23 jpg animal 24 jpg animal 25.doc animal 26.docx animal 27.doc animal 28.xs animal 29.xis animal 30.xds

Figure 8. Contents of Plant Folder



i ¥ > evidences > sunshine

# Quick accoss

32 Dropbox

I

@ OneDrive
sunshine 1,
= This PC P9

W Network

sunshine 11jpg

| . |

sunshine 21,jpg

—

sunshine 3jpg sunshine 5jpg

sunshine 4.jpg

sunshine 14jpg  sunshine 15jpg

< Juis

sunshine 24jpg  sunshine 25.doc

sunshine 2jpg

sunshine 12jpg  sunshine 13.jpg

sunshine 22jpg  sunshine 23.jpg

Figure 9. Contents of Sunshine Folder

> evidences > travel

« vt

# Quick access

33 Dropbox
@ OneDrive

travel 1 travel 2] travel 3 j travel 4 travel 5

SiTiiee irg irg irg iPg iPg
e ——
@ Network :
.l
travel 11jpg travel 12.jpg travel 13jpg travel 14,jpg travel 15jpg
v E E

travel 21,jpg

travel 23jpg travel 25.doc travel 26.doc

travel 22pg

Figure 10. Contents of Travel Folder
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st Quick access
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¥ Network

Figure 11. Evidence and Junk Folders

sunshine 6.jpg
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sunshine 26.doc

travel 6jpg

sunshine 8jpg

sunshine 18jpg

sunshine 7.jpg

sunshine 17.jpg

sunshine 27.doc

S

travel 8jpg

travel 7jpg
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sunshine 9,jpg sunshine 10jpg
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-

sunshine 29.xls sunshine 30.xs

travel 10jpg

travel 9jpg

travel 16,jpg travel 17.jpg travel 18jpg travel 19pg travel 20jpg
- { - - —_—
) == \
== == R
travel 27.x1s travel 28.xls travel 29.xls travel 30.doc traveljpg
) evidences, ... Properties x
General | Customize
UJ 19,445 Files, 602 Folders
Type: All of type File folder
Location: Allin D:\junk
Size: 114 GB (123,385,661,166 bytes)
Size on disk: 114 GB (123,423,666,176 bytes)
Attributes: [ IRead-only ‘ Advanced...
["JHidden
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Evidence will be passed to HDD as well as SSD. The five Junk folders which have a
wide variety of data like Excel sheets, PDF’s, Images, MP3’s with a size of 80GB will be copied
to both.

First, we connect both SSD and HDD to the laptop, and we can see the preview as

follows:

] 7 s | This PC

File Computer

- - v N W) ThisPC

-~
Folders (7)
# Quick access

m Desktop * 3D Objects Desktop ' Documents

% Downloads

Documents

Music Pictures F ; Videos
Bhargav
Devices and drives (3)
pdf
A d 2 S (C) Bhargav ssd (D:) Bhargav HDD (E3)

starred paper = =

Study - - T~
4@ OneDrive
@ This PC

Figure 12. SSD and HDD Connected to a Computer
As a part of the next process, we copy all the evidence files and folders to both the HDD

and SSD, and we can see the action below:

= 2 Running Actions — e

Copying 7.989 items from Image files to Bhargav ssd (D:)
27% complete 1 *

Copying 7,989 items from Image files to Bhargav HDD (E:)
27% complete 1 x

More details

Figure 13. Copying Evidence Files to SSD and HDD



Evidence folder in SSD and HDD. We can see the evidence which is in the form of

files and folders in the SSD

] 3 1 T | 0
e DriveTools  Bhargav ssd (D) | |V Drive Tools  Bhargav HDD (E))
Home Share View Manage

Home  Share  View  Manage

& v M o ThisPC > Bhargav HOD (E)
« v 4 o ? This PC » Bhargav ssd (D)

A
A o Quick access
o Quick access mDesktop A 3
mDesktop o & Downloads =
3
4 Documents o
4 Downloads o o evidances
& Pictures 4
% Documents o
avidances Bhargav
= Pi 4
+ Pictures pdf
Bhargav starred paper
pdf Study
starred paper @ OneDrive
Sty 1

Figure 14. Contents of HDD and SSD

As there are Five Junk Folders, they are passed into SSD and HDD with different

combinations as follows:

- 2 - Drive Tools  Bhargav HDD (E)

Home Share View Manage

€« = v P .. > ThisPC > Bhargav HDD (E)
[¥ Documents A A
= Pictures +
Bhargav
pdf

=
-

starred paper

Study

evidances junk 1 junk 4

& OneDrive

W Thic PC

Figure 15. Contents of HDD
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Delete the evidence and Junk folders and copying new Junk folders to HDD and SSD.

ol Vi g Drive Tools

Home  Share  View Manage

= v N o > ThisPC » Bhargav HDD (E)

Bhargav HDD (E:)

s Quick access
m Desktop g
4 Downloads §

4 Documents 4

junk 2 junk 3

N

& Pictures

Bhargav

Figure 16. Junk Folders in HDD and SSD
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4 Downloads
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Bhargav

o/ : DriveToals  Bhargav ssd (D)

Home  Share  View  Manage

M o ThisPC » Bhargav ssd (D)

3 Quick access
m Desktop
3 Downloads

Documents

. W, o,

junk 3 junk 2

i Pictures

Bhargav

Figure 17. Passing Junk Folders in HDD and SSD

Installation of FTK Imager.

1. First, we go to https://accessdata.com/product-download/ftk-imager-version-4.2.0

and click on download now as follows:
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https://accessdata.com/product-download/ftk-imager-version-4.2.0
https://accessdata.com/product-download/ftk-imager-version-4.2.0

HOME Product Downloads  FTK Imager

» FTK Imager

FTK IMAGER VERSION 4.2.0

Release Date: Dec 11, 2017 DOWNLOAD NOW

Figure 18. Webpage for Downloading FTK Imager

2. Then we need to fill in the form for getting the download link as follows:

To receive the download link, complete the
information below

First Name
| Bhargaw |

Last Name
|Rajamr‘nagari |

Email
|bha rgavrajammagari@gmail.com |

|
Country
| United States ~ |

Phone

State
Minnesota -~

Organization
|5t. Cloud State University |

Job Title
|Student |

Organization Sire
| 10,000+ ~]

Organization Tvpe
| Student ~ |

AD Student Program
Yes, I'd like to receive education updates from AccessData

via email

Graduation Year

e

Email Opt In
C1yes*

Figure 19. Registration Form for Downloading FTK Imager
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3. We can see the link which we received in the email as follows:

Can't see this email? View it in your browser

FacebookTwitterlinkedinGoogle+YouTube

Thank you for downloading [@EE® Imager 4.2.0. If you have any questions or are interested in

getting the full version of FTK, please email us at sales@accessdata.com.

Download FTK Imager 4.2.0

For instructions on how to use, view the eForensics Magazine “"FTK Imager Step by Step” issue

for step by step instructions or the FTK User Guide.

After you create an image of the data with FTK Imager, you can then use AccessData®
Forensic Toolkit® (FTK®) to perform a thorough forensic examination and create a report of

your findings. For information about FTK, which is recognized around the world as the standard

in computer forensic software, visit the FTK web page.

Figure 20. Email for Downloading FTK Imager

4. Installation Steps after downloading the FTK.exe file:

@ AccessData FTK Imager - InstallShield Wizard

License Agreement

Please read the following license agreement carefully.

£
A\

END-USER LICENSE AGREEMENT FOR ACCESSDATA ~
SOFTWARE

IMPORTANT-READ CAREFULLY

This End-User License Agreement (“EULA™) is a legal agreement

between End User (“Licensee™) (either an individual or a single legal or
juridical entity) and AccessData Group, Inc. (“AccessData™) for the
AccessData software that accompanies this EULA, which includes
associated media. AccessData Internet based services (“Software™)_ and. “
Print

(®) T accept the terms in the license agreement
(1 do not accept the terms in the license agreement

InstallShield

Figure 21. License Agreement for FTK Imager Download



@ AccessData FTK Imager - InstallShield Wizard x

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed AccessData
FTK Imager. Click Finish to exit the wizard.

|v| Launch AccessData FTK Imager

Figure 22. FTK Imager Installation Completed
Creating image of SSD. Now we open FTK imager and choose the source file for

selecting the SSD. We can see the preview as follows:

[ AccessData FTK Imager 42013 - ul X
file View Mode Help
T L] a - (CEE IR
Evidence Tree File List
Name Size Type Date Mo...

Custom Content Sources

Evidence:Flle System|Path]... Options

< >

New

Custom C.

For User Guide. press F1

Figure 23. FTK Imager Welcome Page



Select the file and create a disk image option.

Select Source

Please Selecl the Source Evidence Type
(@) Physical Drive
() Logical Drive
() Image File

() Contents of a Folder
(logical file-level analysis only, excludes deleted, unallocated, elc.)

< Back Next = Cancel Help

Figure 24. Selecting Source for FTK Imager

Select Drive

Source Drive Selection

Please select from the following available drives:
D:\ - Bhargav ssd [exFAT]

Automate multiple removable media

< Back I Finish I Cancel

Figure 25. Selecting Drive for FTK Imager

Help
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Create Image >

Image Source
\\.\PHYSICALDRIVE1

Image Destination(s)

Add Overflow Location

Verify images after they are created []Precalculate Progress Statistics
[ ] Create directory listings of all files in the image after they are created

Start Cancel

Figure 26. Selecting Image Source

Then we give in the evidence information for the image creation as follows:

(8]

reate Image >

Select Image Type >

Please Select the Destination Image Type
— (® Raw (dd)  —
() SMART
) EOL
(O AFF

< Back Cancel Help
T [ |
Start Cancel

Figure 27. Selecting Image Type



Evidence Item Information

Case Number: | 001 I
Evidence Number: ‘ 001 ‘
Unique Description: | Red color 73 ssd |
Examiner: ‘ Bhargav ‘
Notes: | SSD Image| |

< Back Cancel Help

Figure 28. Evidence Information Form

Image Source

Select Image Destination

Image Destination Folder

‘ CAlmages Browse

Image Filename (Excluding Extension)

‘001 - 2019 ‘
Image Fragmenit Size (MB) | 1500000
For Raw, ED1, and AFF formats: O = do not fragment
Compression (O=None, 1=Fastest, ..., 9=Smallest) 0 =

Use AD Encryption[_]

< Back Cancel Help

Figure 29. Selecting Image Destination Location
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Then we can see the creation of an image as follows:

Creating Image... — X

Image Source: | \\.\PHYSICALDRIVE1 |

Destination: | C:\SSD Images\001 - 2018 ‘
Status: | Creating image... ‘
Progress
|
Elapsed time: \ 0:00:13

Estimated time left:

Figure 30. Creating Image

Then we can see that the image was created as follows:

Creating Image... - X
Image Source: \\-\PHYSICALDRIVE1
Destination: C:\SSD Images\001 - 2018
Status: Image created successfully
Progress

Elapsed time: | 0:31:43 |

Estimated time left:

Image Summary...

Figure 31. Image Created



Image Summary >

Created By AccessData® FTK® Imager 4.2.0.13 ~

Case Information:

Acquired using: ADI4.2.0.13

Case Number: 001

Evidence Number: 001

Unique description: Red color Z3 ssd
Examiner: Bhargawv

Motes: SSD Image

Information for C:\SSD Imagesi001 - 2018:

Physical Evidentiary Item (Source) Information:
[Device Info]

Source Type: Physical

[Drive Geometry]

Cylinders: 15,566

Tracks per Cylinder: 255

Sectors per Track: 63

Bytes per Sector: 512

Sector Count: 250,069,680

[Physical Drive Information]

Drive Model: KingSpec Z3 SCSI Disk Device

Figure 32. Summary of Image Created
SSD Image 2, Image 3, and Image 4 are constructed similarly.

v = | SSD Images

Home Share View

« v » ThisPC » OS(C) » Images » SSD Images
P
D Name

| | 1stImage.ad1
[ | 2nd Image.ad1
| | 3rd Image.ad1
| | 4th Image.ad1

3 Quick access
m Desktop
# Downloads
5 Documents
= Pictures
Analysis on 1st Imat
Images

SSD Images

Figure 33. SSD Images in Folder
Creating image of HDD. As a part of the next process, we open the FTK Imager to

create the image of the HDD. We select the “Source evidence type” as Physical Drive.
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Select Source x

Please Select the Source Evidence Type
(®) Physical Drive
() Logical Drive
() Image File

O Contents of a Folder
(logical file-level analysis only, excludes deleted, unallocated, elc.)

< Back Next = Cancel Help

Figure 34. Selecting Source Type
Then in the next step, we choose the path for the available HDD, and we can see that in

the image below:
Select Drive >

Source Drive Selection

Please select from the following available drives:

VWAPHY SICALDRIVET - KESU USB 3.0 SCSI Disk Device [120GE ~

= Back [ Finish I Cancel Help

Figure 35. Selecting the Source Drive Selection



After selecting the drive, we click on finish, and this proceeds to the creation of an

image of the HDD. We see the information what we enter for the examination purpose as

follows:

Evidence Item Information

Case Number: ‘ 001 ‘
Evidence Number: [ 001 ‘
Unique Description: ‘ hdd image1 ‘
Examiner: ‘ Bhargav ‘
Notes: | HDD image] ‘

< o Careel

Figure 36. Evidence Item Information

Help

Creating lmage...

Image Source: ‘ WAPHYSICALDRIVE 1
1 Destination: ‘ C:hAJImages\oOl - 2018
Status: ‘ Creatimg image...
Progress
I
Elapsed time: | 0:32:19

Estimated time left:

Figure 37. Creating SSD Image 1
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As a part of the image creation, we can see the process as follows. Once it is done, we
get an image of the HDD with all the contents of files and folders.
Installation of access data FTK suite. Access Data made forensic Tool Kit or FTK. It
will scan a hard drive looking for different information. For example, to recover deleted emails,
images. It also used to scan for text strings for using them as a password dictionary to crack the

encryption.

License Agreement @

Please read the following license agreement carefully.
END-USER LICENSE AGREEMENT FOR ACCESSDATA SOFTWARE ~
IMPORTANT —READ CAREFULLY

This End-User License Agreement ("EULA™) is a legal agreement between End User (“Licensee™)
(either an individual or a single legal or juridical entity) and AccessData Group. Inc cessData™) for
the AccessData soft that a npanies this EULA. which includes associated me AccessData
Internet based services (“Software™). and. any training materials and programs (“Program™) that

npany the Software. An amendment or addendum to this EULA may accompany the Software.

NS AGREES TO BE BOUND BY THE TERMS OF THIS EULA BY INSTALLING,

R USING THE SOFTWARE. IF LICENSEE DOES NOT AGREE, DOES NOT
INSTALL, COPY, OR USE THE SOFTWARE; LICENSEE MAY RETURN IT TO LICENSEE'S
PLACE OF PURCHASE FOR A FULL REFUND, IF APPLICABLE.

THIS SOFTWARE LICENSE ("EULA™) ALLOWS THE LICENSEE TO USE THE SOFTWARE

MEDIA ("MEDIA") AND ACCOMPANYING USER DOCUMENTATION ("DOCUMEN"
CONTAINED IN THIS PACKAGE. THIS EULA BETWEEN LICENSEE AND ACCESSDATA.
INCLUDING ITS SUCCESSORS OR ASSIGNS (REFERRED TO COLLECTIVELY AS

"TICENSOR™ STTPERSFDES ANY PRIOR PROPOSAT REPRESENTATION OR nd
(®) | accept the terms in the license agreement Print

()1 do not accept the terms in the license agreement

5 San Caras!

Figure 38. License Agreement for Access Data FTK Suite

After the installation:

4.
| iy
Overview Explore Graphics E-Mail Search Bookmark
Evidence ltems File Status File Category
KFF Alert Fies. 0| Documents: ]
File ltems Bookmarked tems 0 Spresdsheets ]

| Total Fie Rems: 0 Bad Extension. 0 Databases L]
| Checked tems. © | Encrypled Files. 0 Graphics: o

Unchecked tems: 0| | From £-mai 0/ Mubmedi ]

Flagged Thumbnais: Deleted Fies: 0| E-mai Messages. ]

Other Thumbnais: 0| From Recycie 81

Fitered in 0/ | Duphcate tems
| [Fitered out 0 | | OLE Subtems OO —Ie T %

[Unfitered ]| Fitered | | Fiagged ignore.

Altems | | ActusiFiles | | KFF ignorable: ) Open an existing case T
Dem Carvea Fis O Preview evidence .
U: H“?q;(olm' © Go directly to working in program

| |® EvidenceFileName  Evidence Path Added Children
|
| [[] Do not show this dialog on startup
|

|\< >

Figure 39. FTK Suite Welcome Page
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To open and analyze a created image we need some software like FTK, Autopsy. In the
below, | have a Forensic tool kit, and the First step is to select Start a New case and click OK. In
the next level, we need to give the Investigator name. In this case, the investigator name is
Bhargav. Case number refers to a unique number through which a case or investigation is
assigned. The case name is the name of the case which we are about to investigate. Case path is

giving the destination path, and case folder is the folder name to which the data must be stored.

New Case > |

AccessData’'s
Forensic Toolkit®-FTK®
The Complete Analysis Tool

Wizard for Creating a New Case

Investigator Name: |Bhargav ~ ]

Case Information

Case Number: [001 SSD |

Case Name: |Analysis= on st Image acquired from SSD | —

] Case Path: |C Users‘bharg'\Desktop‘\stamed paper\ | Browse...

-

Case Folder: |C:\Users “bharg'Desktop stamed paper‘Analysis on 1st Image acquire

Case Description:

Next > Cancel

Figure 40. Creating a New Case
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| FTK Report Wizard - Case Information X

I€ - - -

3 Forensic Examiner Information |

k¢ The following information will appear on the Case Information page of the report:

n

d Agency/Company: ‘St Cloud State University ‘

a

= Examiner's Name [Bhargav v J

3 Address:

it€

g Phone: ‘ Fax: ]

rg

v E-Mail: | | |
Comments:

of A

< Back Next > Cancel

Figure 41. Forensic Examiner Information
To solve a case for a company or a university project, we need to mention that name. We

must fill up the personal details like email or phone number address.

Case Log Options

| The case log is a text file named FTK log in the case folder. I gets created automatically by FTK and contains a record of
| events that occur during the course of the case. You can choose which type of events you would like to be logged.

You can also add your own comments to the log file at any time by selecting “Add Case Log Entry...” under the “Tools”
menu item, and you can view the log file by selecting “View Case Log" under the “Tools" menu tem

Events to go in the Case Log
[“)Case and evidence events Events related to the addttion and processing of file tems when

evidence is added or when using Analysis Tools later in the case
[ Eor messages Events related to any emor conditions encountered during the case.
|
| 41 Bookmarking events Events related to the addition and modification of bookmarks.
'
1 [ Searching events Events related to searching. All search queries and resulting hit counts
| wil be recorded.
[~ Data carving / intemet searches Events related to special data carving or intemet keyword searches
that are peformed during the case.
[ Other events Other events not related to the above. such as copying. viewing, and
ignoring files.
< Back Next > Cancel

Figure 42. Case Log Options
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These are the options that we must consider while performing a forensic investigation. By

checking up the below fields, we can get the information about the errors and case events.

Evidence Processing Options X

Processes to Perform

Evidence is added to a case in several steps. Some of the processes are always performed, while others are optional,
depending on your needs and time/resource constraints.

Eﬂgs_}_u} An MD5 hash is a 16 byte value generated based upon a file's content. It is used to uniquely
identify files. Hashes can be used to verify a file's integrity, or to identify duplicate files. MDS
hashes are used by the KFF to identify known files.

A SHAT Hash A SHAT hash is a 20 byte value. The SHAT hashing algorithm is newer than MDS, but is not
yet as widely used

[ KFF Lookup KFF (Known File Fiter) is a utiiity that compares MD5 file hashes against a database of MD5
hashes from known files. The purpose of KFF is to eliminate files known to be unimportant, or
to alert the investigator to known illict or dangerous files.

[ Entropy Test For unknown file types, an entropy test is used to detemine whether the file's data is
compressed or encrypted. Such files contain no plain text and will not be indexed.
Unnecessary indexing of such files can waste large amounts of time and resources.

[ Full Text Index The Forensic Tookit includes a very powerful search engine. dtSearch, which enables the

i todo searching of textual data. In order to take advantage of this
search feature, the data must first be indexed.

[ Store Thumbnais  Create and store thumbnails for all graphics in the case. This option speeds up browsing
through the Graphics view at the expense of consuming more space in the case folder.

[ Decrypt EFS Fles  Automatically locate and attempt to decrypt EFS encrypted files found on NTFS partiions
within the case. (Requires AccessData Password Recovery Tookit 5.20 or newer)

[A Fie Listing Create a Microsoft Access (Jet) database containing a st of all files in the case. The attributes

Database included are based on the Preprocessing File Listing Database Column Setting. This database
can be recreated with custom column settings in Copy Special.

[JHTML File Listing ~ Create an HTML version of the Fie Listing.

Data Carve A ically find speciic file types embedded in other files and from
= mm.ﬁmmmmmmemm. Carving Options
[JRegstry Reports  Generate common registy reports during preprocessing

s (o] | o

Figure 43. Processes to Perform

It helps in including the filters and what perspective are we supposed to get the results.

Refine Case - Default X

Refine Case - Default |
In order to save time and resources, and/or to eliminate imelevant data, you may choose to exclude certain kinds of data
from the case. Here, you can choose default inclusion/exclusion settings that will apply to each evidence tem that gets
added to the case. To exclude data, make any changes to the settings below. Note: any items that get excluded will not
appear anywhere in the case, and will be inaccessble.
Optimal Settings Emai Emphasis Text Emphasis | | Graphics Emphasis
Uncondtionally Add
[ File Slack (data beyond the end of the logical file but within the area allocated to that file by the file system)
[/ Free Space (areas in the file system not currently allocated to any file, but possibly containing deleted file data)
[ KFF ignorable Files files found by KFF to be: 1 .i.e.. OS system files, known applications, etc )
] Extract files from KFF ignorable containers

Condtionally Add -
| Add other tems to the case only f they satisfy [BOTH the file status and the fil type | ctesia i
! Fie Status Crteria Fie Type Crteria ’

Deletion Status:  Encryption Status:  Emad Status Documents [ Executables

O Deleted O Enciypted O From email [ Spreadsheets [ Archives

ONotdeleted (O Notencrypted (O Not from email [A Databases [ Folders

© Ether © Exher ® Ether [ Graphics [AOther Known

[ include Duplicate Fies [IOLE Streams [ Mutimedia [4 Unknown

(4 Email msgs
< Back Next > Cancel

Figure 44. Default Case Setting



We need to check either we need deletion status or encryption status and email status.

Refine Index - Default

In order to save time and resources, and/or to make searching more efficient. you may choose to exclude certain kinds of
data from being indexed. Here. you can choose default settings that will apply to each evidence item that gets added to the
case. To exclude items from being indexed, make any changes to the settings below. Note: any items that dont get indexed
initially can be indexed later by clicking on "Analysis Tools" under the "Tools" menu item.

Unconditionally Index
Free Space (areas in the file system not cumently allocated to any file. but possibly containing deleted file data)
[C] KFF Ignorable Files ffiles found by KFF to be forensically unimportant. i.e.. OS system files. known applications. etc.)

Conditionally Index
Index other items in the case only if they satisfy IBOTH the file status and the file type -~ I criteria

File Status Criteria File Type Criteria
Deletion Status: Encryption Status:  Email Status: Documents Executables
O Deleted O Encrypted O From email Spreadsheets [] Archives
(O Not deleted (O Not encrypted () Not from email Databases Fol
(@) Either (®) Etther @) Either
Graphics Other Known
Include Duplicate Files OLE Streams Multimedia Unknown
Email msgs

<Back || New> | Cancel

Refine Index - Default > |

-

Figure 45. Default Index Setting
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Checking the boxes like file slack helps in viewing the data inside the file slack as well as

free spaces in the file system

Add Evidence to Case X

Add Evidence
Any number of evidence items can be added to the case. There are several types of evidence items:
Acquired image of drive: Several formats supported: can be an image of a logical or physical drive

Local drive: Can be alogical or physical drive
Folder: Adds all files in the specified folder, including contents of subfolders
Individual File: Adds a single file. NOTE: Disk image files should be added as acquired images.

The default refinement options, set previously, can be ovenidden independently for each evidence item, and additional
types of refinements can also be made. These refinements can include the exclusion of date/size ranges, as well as specific
folders. To make these further refinements, highlight an evidence item in the list and press Refine Evidence - Advanced...

Add Evidence... Edit Evidence... Remove Evidence Refine Evidence - Advanced...

Display Name Source Name/Nu... Type Refined  Time Zone  Comment

Next > Cancel

Figure 46. Adding Evidence



We can add the Created image as an evidence

Add Evidence to Case X ‘

Add Evidence
Any number of evidence items can be added to the case. There are several types of evidence tems:
chuiv:: image of drive: g:;tzal formats supported: can be an image of a logical or physical drive

Local drive: e a logical or physical drive
Folder: Adds all files in the specified folder. including contents of subfolders
Individual File: Adds a single file. NOTE: Disk image files should be added as acquired images.
The default refinement options, set iously, can be i inds dently for each evidence item, and additional
types of refinements car ) ges. as well as specific
folders. To make these  Add Evidence to Case X lidence - Advanced...
Add Evidence... Type of Evidence to Add to Case fence - Advanced...
Display Name @® Acquired Image of Drive Zone  Comment
O Local Drive
O Contents of a Folder
O Individual File J
< Back Next > Cancel

Figure 47. Type of Evidence to Add

Select the acquired image of the drive and select continue.

@a Open

Lookin: | | | SSD images vl

* [] Name a
: [E] 001 - 2018.001
Quick access "5t Image.ad1
- b 2nd Image.ad1
|=] 3 rd image.001
Desktop 13 Image.ad1
: =] 4h image.001
(| | ] 4th Image.ad1
Libraries |=| second image.001
L
This PC

Figure 48. Selecting Acquired Image
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Data Analysis

Select Image 1 and open the image.

Evidence Information

1 Evidence Location:

'3 [C:\Images\SSD Images\1st Image.ad1

: Evidence Display Name:

2 [1st Image
g

i Evidence Identification Name/Number:

| |1stimage - SSD

Comment:

Local Evidence Time Zone:

Eastern Time with Daylight Saving (US - New York] v

Figure 49. Evidence Information

Leave comments and the time zone we are staying

Processing Files...

Current Evidence ltem:

lC:\Images\S SD Images\1st Image.ad1

Current File ltem:

‘ 1st Image\ [2Z)\NONAME-Unknown\DriveFreeSpace0287

Current File ltem Status Total Process Status

Action: I Filtering Text l Elapsed Time: I p.00:02:19 l

File l Drive Free Space l Total tems Examined: I 300 l

hem | 26,214,400 (267 of 4877) | Total ems Added: | 300 ]

Progress: I 23,326,720 l Total ltems Indexed: I 3 l
Log the casejsystem status 10 = i [JLog ded information Cancel

Figure 50. Leaving Time Zone when Processing an Image 1
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This process will take approximately five to six hours to analyze the image.

@ AccessData FTK 1.81.0 DEMO VERSION -- C: pap lysis on 1st Image acquired from SSD\ =
File Edit View Tools Help
Overview Explore Graphics Eai Search Bookmark
Evidence tems File Status File Category
Evidence tems: 3| KFF Alert Fies: 0/ [Documents:
File ltems Bookmarked tems: 0 Spreadsheets:
Bad Extenson 0/ [ Databases
Checked tems: 0 | Encrypted Fies: 0/ Graphics:
Unchecked tems. 4896 | From E-mait 0/ | Mutmeda:
Flagged Thumbnads: 0 | Deleted Fies: 0 |E-moil Messages
Other Thumbnais. 0 FromRecycle B 0 |Executables:
Fitered in 489 | | Dupicate kems: 4| [Archives.
Fitered Out 0 | OLE Subtems: 0/ [Fouers:
Fitered | | Flagged ignore: 0 | SiackFree Space: 4895
Actusi Fies | KFF ignorable 0 | Other Known Type:
Data Carved Fies. 0/ [Unknown Type:
8 88 @@ 3BD © or unmeres « | [T At Coumns v oz
i.. Bt FileType  Category  Subject  CrDate Mod Date Acc Date L-Size P-Size Children Descen.. Enc Del Recyc Crv ldx Sector  Cluster
RootFolder  Fold WA NA WA 512 512 2 2 Full e37e 2
File syster > NA NA WA 512 512 ° 0 Ful 250009
WA NA NA 20214400 1278248 o 0 Full
NA NA NA 7 82: o o Full
WA NA WA 0 ] Ful
A NA WA 0 0 Ful
WA NA 0 0
NA NA WA 20.214.400 o g Full
WA WA NA 20214400 127 o 0 Full
A NA WA 20214400 12 0 0 Ful
NA NA NA 28214400 1278245 0 o Full
NA NA WA 20214400 1278245 ° 0 Ful
wA WA WA 20214400 1278248 ° 0 Ful
NA NA NA 20214400 1278245 ° 0 Full
NA NA NA 20214400 1278245 ° 0 Full
WA WA WA 20214400 1278245 0 0 Ful
< >

Figure 51. First Image Results

Results of the first image. Now in the Search Term box, we search for indexed Words.
From the below image we can see a sample number of hits for the search items animals, travel,
plant, and sunshine.

B, AccessData FTK 1.81.0 DEMO VERSION -- C\Users\bharg\Desktop\starred paper\Analysis or
File Edit View Tools Help
Overview Explore Graphics E-Mail Search

Indexed Search Live Search

Search Term: Add Options

Indexed Words Co Search ltems Hits  Files *
animal 249 42
travel 763 95
plant 426 33 v
< >

Edit tem Remove tem | Remove All | View ltem Results »

Cumulative operator: | AND [ OR | [View Cumulative Resutts |

A aw¥mEe e

Figure 52. Sample Hits for Animals, Travel, and Plant for SSD Image 1



ﬂ; AccessData FTK 1.81.0 DEMO VERSION -- C\Users\bharg\Desktop\starred paper\Analysis o
File Edit View Tools Help
Overview Explore Graphics E-Mail Search

Indexed Search Live Search

Search Term: Add | Import | Options
Indexed Words Co Search ltems Hits  Files *
travel 763 95
plant 426 33
sunshine 37 14 v
< >
Edittem  Remove ftem View ftem Results »
Cumulative operator:  AND | OR | [View Cumulative Results »|

s amIREe e

Figure 53. Sample Hits for Sunshine, Travel, and Plant for SSD Image 1

Now we search for .doc, .pdf, and .xIxs files, and we see the number of hits as follows.

ﬁ. AccessData FTK 1.81.0 DEMO VERSION -- C:\Users\bharg\Desktop\starred paper\Analysis on
File Edit View Tools Help
Overview Explore Graphics E-Mail Search E

Indexed Search |jye Search

Search Term: Add | Import | Options
Indexed Words Co Search ltems Hits  Files
.doc 584 1498
Xlxs 399 366
Cumulative Results (using OR) 588 1744
Edit tem Remove tem | Remove All |  View ltem Results »
Cumulative operator:  AND | OR | [View Cumulative Results »|

AL AamI@REe ge

Figure 54. Sample Hits for .Doc and .XIxs for SSD Image 1

57



58

@a AccessData FTK 1.81.0 DEMO VERSION -- C:\Users\bharg\Desktop\starred paper\Analysis ot

File Edit View Tools Help

Overview Explore Graphics E-Mail Search
Indexed Search Ljve Search
Search Term: Add Options
Indexed Words  Co Search ltems Hits Files »
.doc 584 1498
xhxs 399 366
pdf 1726 w
< >
Edit tem Remove tem | Remove All | View ltem Results »
Cumulative operator: | AND [ OR | [View Cumulative Results » |

LI N -1 X0

Figure 55. Sample Hits for .Doc, .Pdf, and .XIxs for SSD Image 1

Analysis for second image of SSD. Now we fill in the case information such as Case

Number, Case Name, Case Path, and Case Folder and click on next.

New Case

Find, Ovgaraae, & Arstym Cormputee €atwocs

AccessData's
Forensic Toolkit®-FTK®
The Complete Analysis Tool

Forensic ®
"y Toolkit: . i
Wizard for Creating a New Case
Investigator Name: [ v]
Case Information

Case Number: (002 SSD |

Case Name: ‘Analysus on 2nd Image acquired from S5D ‘

Case Path: ‘C:\Usem\bhavg\Desl«op@anedpaper\ ‘ Browse...

Case Folder: ‘C:\Useﬂ\bharg\Desktop\starved paper\Analysis on 2nd Image acquir

Case Description:

[_Net> | | Concel

Figure 56. Creating a New Case for SSD Image 2



Now when we click on the overview, we can see 4896 items.

@ AccessData FTK 1.81.0 DEMO VERSION -- C:\Users\bharg\Desktop d pap lysis on 2nd Image acquired from SSD\ - O %
File Edit View Tools Help ks
Overview Explore Graphics E-Mail Search Bookmark
Evidence ltems File Status File Category B |, e v @ ﬂ i) ‘ m a
Evidence tems: 3| | KFF Alert Fies: [] 0
File tems. tems: 0 0
Total File kems: 4896 | Bad Extension: 0 Databases: 0
Checked Rems: 0 | Encrypted Fies: 0/ | Graphics: 0
Unchecked kems: 4896 | | From E-mai 0 Mutimedia: 0
Flagged [] : 0 E 0
Other Thumbnais: 0 | From Recycie Bin: 0 Executables: 0
Fitered in- 489 | Dupicate tems: 4 Archives: 0
Fitered Out: 0 | OLE Subitems: 0/ Folders 1
) Fitered | | Flagged ignore: 0| SlackFree Space: 4895
Actual Fies | | KFF ignorabie: 0/ Other Known Type: 0
Data Carved Files: 0 Unknown Type: [] | ]
B EBE @@ 380 § os unfitered || [T | 1 columas ~|| o2
¥ File Name Full Path RecycleBi.. Ext  File Type Category Subject Cr Date Mod Date
[ (S 1Rost Foider] 2 ImageIEF| System Partition (1]EFIFAT32 Root Folder  Folder WA WA
|
< >
1Listed 0 Checked Total [0 Highlighted

Figure 57. Overview of SSD Second Image

We can see the Hex code format for one of the selected files as follows:

£ AccessData FTK 1.81.0 DEMO VERSION -- C:\Users\bharg\Desktop\starred paper\Analysis on 2nd Image acquired from SSD\ - o X
File Edit View Tools Help
Overview Explore Graphics E-Mail Search Bookmark
Evidence Items File Status File Category » [ﬁ"‘ | v v [},1 m @ @ a
Evidence tems: 3 | KFF Alert Files: 0  Documents: 0 —
Fio o P ~ o |0000000(c7 Ec 7f £d 2e 57 Ge 7a-lc 77 fa £7 ab 69 ee 4c|Cl--.Wnz wiseiil ~
0000010 |Sb 0€ S3 cb a3 9c £7 39-23 8f 7a €9 €4 ed 0f 2c|[-SEL-+94 -zida-,
YotaiFlshows: 4806 | Bad Extonsion: 0/ (Dutabuses: 0] 10000020 |9 4e 32 fa ££ 00 dé d2-4d b0 €2 Sb 91 86 01 ca|-N2ug-O0M*o[-- -
Checked ftems: 0 | Encrypted Files: 0 Graphics: o 0000030 |ee 2c 4f Sc 8c €6 9e dé-cl €d d9 €f a7 Sf af eb i,_O\ £ -GAmbo§_"&
Unchecked kems: 4896  From E-mait 0 Multimedia: 0 0000040 |S4 db b8 2e b7 22 €9 3a-86 20 af 7c £4 fc 29 01 'N - ‘|§u)-
Flagged Thumbnais Deleted Messages: 0000050 |SO d9 2a al 4f 73 da aa-c4 df Sb 9f ce 17 88 bf |PU*;OsU*AS[-I--;
Other : — Flex Bin : £l - : 00000€0 |69 7f 8d de 12 f1 3f cé-bf 02 €b 7e 35 be d5 75|1i »P:ﬂ?l‘,‘: k~S5%0u
Y - 0000070 |Sd 46 ef SO d3 £S5 bb 39-el 32 €9 £7 72 éf 31 3b | ]FiPO&»9%42i+rol;
Fitered in 4896 | Dupiicate tems: 4 | Archives: 0! 10000080 |41 00 cO 1 30 bf 2e 31-85 c5 7c c7 €b e2 19 ad |A-A-0;.1-AICkd -
Fittered Out: 0 | OLE Subitems: 0 | Foiders: 1 0000090 |€e le fa 38 €d 23 94 bf-97 25 Oa 46 40 e0 8d d9 |n-uSm#-;---FRa-U
Fitered | | Flagged ignore: 0| | SlackFree Space: 4895| | 0000020 |22 bc 7a 89 c9 £b cc dd-bb b3 72 €1 €2 8d 7b 4f|"uz Edl¥»'rad-(0 »
. ::.wm : mmm : I?yﬁn_v_pnshinn = 0; cluster = 256000; logical sector = 256000; physical sector =
B B B83|@ @ 30| QP o unfered || T [t Conmns oo
¥ File Name Full Path RecycleBi.. Ext  File Type Category Subject CrDate Mod Date  ~
[ CriveFreeSpace0001 2nd Image\ (2)NONAME-Unknown DriveFreeSpa. Orive Free S SlaoiFree S NA NA
[] g CriveFreeSpace0002 2nd Image\ (2)\NONAME-Unknown DriveFreeSpa. Orive Free .. SlsciFree S A NA
[] & OriveFreeSpace0003 2nd Image\ (2)NONAME-Unknown DriveFreeSpa. Orive Free S SlaoiFree S NA NA
[ @ OriveFreeSpace0004 2nd Image\ (2)NONAME-Unknown DriveFreeSpas. Drive Free S SlaouFree S NA NA
[ g CriveFreeSpace0005 2nd Image\ (2)NONAME-Unknown DriveFreeSpa Drive Free .. SlacuFree S NA NA
= i 2nd Image\ (2)\NON Uninown \DriveFreeSpa Drive Free S N
E qp OriveFreeSpace0007 2nd Image! (2)NONAME-Unknown DriveFreeSpa Orive Free .. SlaouFree S NA NA
[ ) OriveFreeSpace0008 2nd Image) (2)NONAME-Unknown\DriveFreeSpa. Orive Free S SlaoiFree S NA NA
[ & CriveFreeSpace0009 2nd Image\ (2)\NONAME-Unknown DriveFreeSpa. Orive Free S..  SlsciFree S A NA
[] & OriveFreeSpace0010 2nd Image\ (2)NONAME-Unknown DriveFreeSpa. Orive Free .. SlaciFree S NA WA
D S OriveFreeSpace00 11 2nd Image! (2)NONAME-Unknown DriveFreeSps. Drive Free S SlsouFree S NA NA
[] g CriveFreeSpace0012 2nd Image\ (2)NONAME-Unknown DriveFreeSpa. Drive Free S..  SlacuFree S A NA
[] g CriveFreeSpace0012 2nd Image! (2)NONAME-Unknown\DriveFreeSpa Orive Free S SladiFree S A NA
M & DriveFreeSoace0014 2nd Imace) (2)\NONAME-Unknown\DriveFreeSos. DOrive Free S SlsouFree S NA NA V.

4896 Listed

0 Checked Total

2nd Image\

Figure 58. Hex Code of SSD Second Image
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Second image results. Now in the Search Term box, we search for indexed Words. From
the below image we can see a sample number of hits for the search items animals, travel, plant,

and sunshine.

@3 AccessData FTK 1.81.0 DEMO VERSION -- C:\Users\bharg\Desktop\starred paper\Analysis o
File Edit View Tools Help
Overview Explore Graphics E-Mail Search

Indexed Search Live Search

Search Term: Add Options
Indexed Words Co Search ltems Hits  Files *
animal 23 5
travel 2 1
plant 5 - v
< >
Edit tem Remove tem | Remove All | View ltem Results »
Cumulative operator. AND |[ OR | [View Cumulative Results |

A awygmEe e

Figure 59. Sample Hits for Animals, Travel, and Plant for SSD Image 2

ccessData .81, -- C\Users\bharg\Desktop\starred paper\Analysis on 3i

@a A D FTK 1.81.0 DEMO VERSION -- C\U \bharg\Desktop\ d \Analysi 3
File Edit View Tools Help

Qverview Explore Graphics E-Mail Search Bo

Indexed Search  Live Search

Search Term: Add Options
Indexed Words Co Search ltems Hits  Files »
travel 2 1
plant 5 4
sunshine 9 6 v
< >
Edit tem Remove kem View ltem Results »
Cumulative operator: | AND | OR | [View Cumulative Resuts »|

AL e mgEEe Q&

Figure 60. Sample Hits for Sunshine, Travel, and Plant for SSD Image 2




Now we search for .doc, .pdf and .xIxs files, and we see the number of hits as follows.

ﬂa AccessData FTK 1.81.0 DEMO VERSION -- C\Users\bharg\Desktop\starred paper\Analysis or
File Edit View Tools Help
Overview Explore Graphics E-Mail Search

Indexed Search |jve Search

Search Term: Add Options
Indexed Words Co Search ltems Hits Files
.doc 1420 1206
Xlxs 235 228
Cumulative Results (using OR) 1655 1371
Edit tem Remove ltem Remowve All View Item Results »
Cumulative operator: | AND |[ OR | [View Cumulative Results » ]

A e wemme e
|

Figure 61. Sample Hits for .Doc and .XIxs for SSD Image 2

@ AccessData FTK 1.81.0 DEMO VERSION -- C:\Users\bharg\Desktop\starred paper\Analysis on
File Edit View Tools Help
Overview Explore Graphics E-Mail Search

Indexed Search |jve Search

Search Term: Add ' Options
Indexed Words Co Search ltems Hits  Files #
.doc 1420 1206
xbes 235 228
pdf 4519 1441
< >
Edit tem Remove ltem | Remove All | View ltem Results »
Cumulative operator: AND [ OR | [View Cumulative Resuls »|

Al swemme e
|

Figure 62. Sample Hits for .Doc, .Pdf, and .XIxs for SSD Image 2
Now we fill in the case information such as Case Number, Case Name, Case Path, and

Case Folder and click on next.
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Analysis of SSD third image.

New Case X [’

Fumet, Ovgersin, & Aratyao Corvpetes | ritocce

. AccessData's
L Forensic Toolkit®-FTK®
The Complete Analysis Tool

Wizard for Creating a New Case

[~ ___—

Investigator Name: I v ]

Case Information

Case Number: ‘003 ‘

Case Name: ‘:‘-\naiysns on 3rd Image Acquired from SSD ‘

Case Path: ‘C \Users\bharg\Desktop‘stamed paper\ ‘ Browse...

Case Folder: ‘C:\Users\bharg\Desl«op\s(aned paper\Analysis on 3rd Image Acquire

Case Description:

Cancel

Figure 63. Creating a New Case for SSD Image 3
Now we fill the evidence information, such as Evidence location, Evidence Display

Name and click on OK.

Evidence Information = |

Evidence Location:

[C:\Images\SSD Images\3rd Image.adl ]

Evidence Display Name: ;gc

[Brd image |

\e
Evidence Identification Name/Number: W
[ |

Comment:

Local Evidence Time Zone:

Eastern Time with Daylight Saving [US - New York] ~

Figure 64. Evidence Information for SSD Third Image



Now we see the status of the image analysis.

Processing Files... ‘
Current Evidence Item:
; IC:\Images\SSD Images\3rd Image.adl ]
» Current File ltem:
[ 3rd Image\ [2)\NONAME-Unknown\DriveFreeSpace0005
i Current File ltem Status Total Process Status
Action: | Filtering Text | Elapsed Time: | p.00:00:10 ]
File { Drive Free Space ] Total ltems Examined: { 18 ]
ftem | 26,214,400 (5 of 4877) ] Total ltems Added: | 18 |
Progress: [ 22,833,956 ] Total ltems Indexed: [ 6 ]
Log the case/system status E | minutes []Log extended information Cancel
tered TN TATColumns oz

Figure 65. Leaving Time Zone when Processing an Image 2
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Results of SSD third image. After the image analysis is done, we can see the number of

files. When we click on one of the files, we can see the Hex code format as follows:

@ AccessData FTK 1.81.0 DEMO VERSION -- C\Users\bharg\Desktop\starred paper\Analysis on 3rd Image Acquired from SSD\ - al
File Edit View Tools Help
Overview Explore Graphics E-Mal Search Bookmark
Evidence ltems File Status File Category | e wegmEe o8
Evidence Rems: 3 KT At Fles: 0 o 76 90 45 58 46 41 54-20 20 20 O
File ltems tems: 0 0 g g 586, 5585
Total Fie tems 4896 | Bad Extension: 0 Databases: 0 0
Checked tems: 0| | Encrypted Fies 0/ [ Graphics: 0 0-00 0 00 0
Unchecked Rems. 4896 | | From E-mail 0/ | Mutimedia [) 06 0 -00 78 00 Ll xé
Fiagged Thumbnails: 0 Deleted Files: 0 E-mai Messages: 0 . gg i 1800 32"?? ‘;‘i J; oo 22 ;i Tmb e
8c ce =00 00 00 09 -] 80
O TGN S ] [EStecycls BV SRR S| [ERsciiies 9! 10000070 01 00 00 00 00 00 00 00-33 c Se dl 8 cl e dS ERAD
Fitered In 4396 Dupicate kems. 4 | Archives: 9| | 0000080 |be 7b bd 00 7c 88 16-6£ 7c b4 41 bb aa 55 cd |3®{%-| - -0l "A»*Uf
Fitered Out 0/ | OLE Subltems. 0/ | Folders 1| | 0000090 13 72 69 €1 fb S5 aa 75-€3 £€ cl 01 74 Se fe 06| -ri-aUucsdA-t*b-
Fitered  Flagged ignore: 0] | SlackiFree Space: 4895| | 0000020 |02 7c €6 50 b0 €5 €8 a6-00 66 58 €€ be 01 00 00 -|£P"ed! -£Xf,
[Aitems | A ignorable n Type: :
(A P S. Carved Fies: : m?::‘mm z \Cursor position = 0; cluster = 0; logical sector = 0; physical sector = 411648
8 883 AQ (30O QP o unfteres v | [T Aucoumns | oz
i.. Bt File Type Category  Subject  CrDate Mod Date Acc Date L-Size P-Size Children Descen.. Enc Del Recyc Crv ldx Sector  Cluster
Root Folder  Folder NA NA NA 512 512 12 12 Full 0374 2
s NA NA NA 512 512 0 ° Full 260,089.6
127,824,5 0 []
26214400 127.8245. o 0
ee S. NA NA NA 26214400 1278245 0 0 Full
NA NA NA 26214400 127.8245 0 0 Full
NA NA NA 26214400 127.8245 o o Full
NA NA NA 26214400 1278245 ) o Full
NA NA NA 20214400 1278245 ° 0 Full
NA NA NA 20,214,400 1278245 o o Full
NA NA NA 20214400 1278245 0o o Full
NA NA NA 26214400 1278245 o o Full
NA NA NA 26214400 1278245 ] o Full
NA NA NA 26214400 1278245 0 o Full
NA NA NA 20214400 1278245 0 o Full
NA NA NA 26214400 1278245 o 0 Full
< >

Figure 66. Hex Code for SSD Third Image



64
Now in the Search Term box, we search for indexed Words. From the below image we

can see a sample number of hits for the search items animals, travel, plant, and sunshine.

@a AccessData FTK 1.81.0 DEMO VERSION -- C:\Users\bharg\Desktop\starred paper\Analysis
File Edit View Tools Help
Overview Explore Graphics E-Mail Search

Indexed Search  Live Search

Search Term" food 25| | | Add | | Import | Options
Indexed Words  Co ” | || Search ltems Hits  Files ~
food 17: animals 12 6
food0 1 plant 1 1
foodOh 2 travel 0 0 v
food3 1 < >
food3yp 1 = Edit tem Remove item | Remove All | | View ltem Results »
< > Cumulative operator:  AND { OR I | view Cumulative Resuts »

Figure 67. Sample Hits for Animals, Travel, and Plant for SSD Image 3

@ AccessData FTK 1.81.0 DEMO VERSION —- C:\Users\bharg\Desktop\starred paper\Analysis c
File Edit View Tools Help

Overview Explore Graphics E-Mail Search
In{ List by file name jye Search
Search Term: ‘ Add Options
Indexed Words  Co Search ltems Hits  Files »
plant 1 1
travel 0 ]
sunshine 6 4 v
< >

Edit tem Remove tem | Remove All | View ltem Results »
Cumulative operator: | AND View Cumulative Results »

o | animal V|4, v i @ 0] &)

Figure 68. Sample Hits for Sunshine, Travel, and Plant for SSD Image 3

Now we search for .doc, .pdf and .xIxs files, and we see the number of hits as follows.

#, AccessData FTK 1.81.0 DEMO VERSION -- C:\Users\bharg\Desktop\starred paper\Analysis or
File Edit View Tools Help
Overview Explore Graphics E-Mail Search

Indexed Search Live Search

Search Term: Add Import | Options
Indexed Words ~ Co Search ltems Hits  Files
.doc 1245 1073
xhes 260 245
Cumulative Results (using OR) 1505 1254
Edit tem Remove ltem | Remove Al | View ltem Resulis »

Cumulative operator: | AND View Cumulative Results »
o [ animal MR A =Rk

Figure 69. Sample Hits for .Doc and .XIxs for SSD Image 3



@, AccessData FTK 1.81.0 DEMO VERSION -- C:\Users\bharg\Desktop\starred paper\Analysis o
File Edit View Tools Help
Overview Explore Graphics E-Mail Search

Indexed Search Liyve Search

Search Term: Add Options
Indexed Words  Co Search ltems Hits  Files *
.doc 1245 1073
xbes 260 245
pdf 1971 1310 »
< >
Edit tem Remove tem | Remove All |  View ftem Resulis »
Cumulative operator: | AND |[ OR | [View Cumulative Results » |

. Ao A [wemme 0e

Figure 70. Sample Hits for .Doc, .Pdf, and .XIxs for SSD Image 3
Analysis of SSD fourth image. Now we fill in the case information such as Case

Number, Case Name, Case Path, and Case Folder and click on next.

AccessData's
Forensic Toolkit®-FTK®
The Complete Analysis Tool

iC
i Toolkat:
Investigator Name: ~ ]

Case Information

Wizard for Creating a New Case

Case Number: |004 ‘

Case Name: |Analys|s on 4th image Acquired from SSD ‘

Case Path: |C \Users‘bharg‘\Desktop\stared paper ‘ Browse...

Case Folder: |C:\Users\bharg\DesktoD\slaned papertAnalysis on 4th image Acquire

Case Description:

Canesl

Figure 71. Creating a New Case for SSD Image 4

Now we fill the evidence information, such as Evidence location, Evidence Display

Name and click on OK.



Evidence Information X ‘

Evidence Location:

lC:\Images\SSD Imagesi4th Image.ad1 l

Evidence Display Name:
l4th Image l

Evidence Identification Name/Number:
[004] ]

vIrET A E RS

Comment:

Local Evidence Time Zone:

Eastern Time with Daylight Saving [US - New York] v

Figure 72. Evidence Information for SSD Image 4

Now we see the status of the image analysis.
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Processing Files...

Current Evidence ltem:

[C:\Images\SSD Imagesi4th Image.ad1

Current File ltem:

[ 4th Image! [2)\NONAME-Unknown\DriveFreeSpace0003

Current File Item Status Total Process Status

Action: [ Filtering Text l Elapsed Time: [ 0.00:00:13 ]

File [ Drive Free Space | Total ltems Examined: [ 16 l

ltem [ 26,214,400 (3 of 4877) | Total ltems Added: [ 16 ]

Progress: [ | Total ltems Indexed: [ 4 l
Log the case/system status 10 > minutes []Log extended information Cancel

Figure 73. Leaving Time Zone when Processing an Image 4



After the image analysis is done, we can see the number of files. When we click on one

of the files, we can see the Hex code format as follows:

B AccessData FTK 1.81.0 DEMO VERSION -- C:\Users\bharg\Desktop\starred paper\Analysis on 4th image Acquired from SSD\ -
File Edit View Tools Help
Overview Explore Graphics E-Mai Search Bookmark
) Evidence items File Status File Category $“ “ n‘ v v [\.ﬂ ﬁ @ Q] a
Evidence tems. 3| KFF Alert Files: 0| Documents: 0
File ltems Rems: [] []
Total File Rems: 4896 | | Bad Extension: 0|  Databases: 0
Checked tems: 0 | Encrypted Files: 0 | Graphics o
Unchecked kems: 4896 From E-mail 0  Multimedia o
Flagged Thumbnails: 0| | Deleted Files: 0  E-mai Messages: 0
Other Thumbnails: 0  From Recycle Bin: 0 Executables: 0
Fitered In: 4896 | Duplicate ltems: 4| | Archives: o
Fitered Out 0/ | OLE Subitems: 0/ | Foders 1
Fitered | | Flagged ignore: 0| | SlaciFree Space: 4895
Actual Fies | | KFF ignorabe: 0| OtherKnownType: 0
Data Carved Files: 0| | Unknown Type 0
g BB @& ‘ (£ JN] v oFF  Unfitered ~ rm Al Columns. v | oz
i.. Bt  File Type Category Subject Cr Date Mod Date Acc Date L-Size P-Size Children  Descen... Idx Sector Clu
Root Folder Folder A NA NA 512 512 12 12 Full 8374
n s s NA NA A 512 512 ] 0 Full 250,009.8
A WA WA 26214400 127.824.5 0 0 Full
NA A A 26214400 1278245 ] 0 Full
NA NA WA 26,214,400 1278245 ] 0 Full
A WA A 26214400 127.824.5 0 0 Full
NA A WA 26214400 127.824.5 ] 0 Full
NA NA WA 26,214,400 1278245 ] 0 Full
A A A 26214400 127.824.5 0 0 Full
NA A WA 26214400 127.824.5 ] 0 Full
NA NA WA 26,214,400 1278245 ] 0 Full
A A A 26214400 1278245 0 0 Full
NA A WA 26214400 127.824.5 ] 0 Full
NA NA NA 26214400 127.824.5 ] 0 Full
NA NA WA 26214400 127.824.5 ] 0 Full
WA NA NA 26,214,400 1278245 ] 0 Full
<

Figure 74. Hex Code for SSD Fourth Image

Now in the Search Term box, we search for indexed Words. From the below image we

can see a sample number of hits as 0 for the search items animals, travel, plant, and sunshine.
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@, AccessData FTK 1.81.0 DEMO VERSION -- C\Users\bharg\Desktop\starred paper\Analysis o
File Edit View Tools Help
Overview Explore Graphics E-Mail Search

Indexed Search Ljve Search

Search Term: Add ' Options

Indexed Words Co Search ltems Hits  Files »
animal 0 0
plant 0 0

travel 0 0 v

L4 >
Edit tem  Remove ttem View ltem Results »
Cumulative operator: | AND View Cumulative Results »

A A eREe 0

|
Figure 75. Sample Hits for Animals, Travel, and Plant for SSD Image 4

ﬁa AccessData FTK 1.81.0 DEMO VERSION -- C:\Users\bharg\Desktop\starred paper\Analysis on
File Edit View Tools Help
Overview Explore Graphics E-Mail Search

Indexed Search |Live Search

Search Term: Add ' Options '
Indexed Words  Co Search ltems Hits  Files *
plant 0 0
travel 0 0
sunshine 0 0 v
< >
Edit tem Remove ltem | Remove Al | View ltem Results »
Cumulative operator: | AND View Cumulative Results »

A amymEe @8

Figure 76. Sample Hits for Sunshine, Travel, and Plant for SSD Image 4
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Now we search for .doc, .pdf and .xIxs files, and we see the number of hits as 0, and we

can see as follows.



@a AccessData FTK 1.81.0 DEMO VERSION -- C:\Users\bharg\Desktop\starred paper\Analysis ¢
File Edit View Tools Help

Overview Explore Graphics E-Mail Search

Indexed Search |Live Search

Search Term: Add ' Options

Indexed Words Co Search ltems Hits  Files
pdf 0 0
.doc 0 0

Xlxs 0 0 v

< >
Edit tem  Remove tem View tem Results »
Cumulative operator: [ AND ' View Cumulative Results »

Al A RIRED 08

Figure 77. Sample Hits for .Doc, .Pdf, and .XIxs for SSD Image 4
Now when we search for a specific item (animal), we get the hits as 0 which is far less
than the results obtained from previous images.

@3 AccessData FTK 1.81.0 DEMO VERSION -- C:\Users\bharg\Desktop\starred paper\Analysis on
File Edit View Tools Help
Overview Explore Graphics E-Mail Search 4

I List by bookmark name |arch

Search Terrn:l Add Options
Indexed Words  Co Search ltems Hits  Files
animal 0 0

Edittem  Remove tem View ftem Results »
Cumulative operator: | AND |[ OR | View Cumulative Results »

- MENLE -1 R (50

Figure 78. Sample Hits for Animals, Travel, and Plant for SSD Image 4
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Results obtained from HDD. Now in the Search Term box, we search for indexed

Words. From the below image we can see a sample number of hits for the search items animals,

travel, plant, and sunshine.

@a AccessData FTK 1.81.0 DEMO VERSION -- C:\Users\bharg\Desktop\starred paper\Analysis or
File Edit View Tools Help
Overview Explore Graphics E-Mail Search

Indexed Search Live Search

Search Term: Add Import Options
Indexed Words  Co Search ltems Hits  Files *
animal 1676 39
plant 1147 M
travel 2053 55 v
< >
Edit tem Remove kem | RemoveAll | View ltem Results »
Cumulative operator: OR  |View Cumulative Results » |

AL e »mEe Qe
Figure 79. Sample Hits for Animals, Travel, and Plant for HDD Image

@ AccessData FTK 1.81.0 DEMO VERSION -- C\Users\bharg\Desktop\starred paper\Analysis on
File Edit View Tools Help
Overview Explore Graphics E-Mail Search E

Indexed Search Ljve Search

Search Term: Add Import Options
Indexed Words Co Search ltems Hits  Files »
plant 1147 N
travel 2053 55
sunshine 808 4 v
< >
Edit tem Remove tem | RemoveAll | View ltem Results »
Cumulative operator: OR | |View Cumulative Results » |

A awg@mEe e

Figure 80. Sample Hits for Sunshine, Travel, and Plant for HDD Image
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Now we search for .doc, .pdf and .xIxs files, and we see the number of hits as 0, and we

can see as follows.

@a AccessData FTK 1.81.0 DEMQO VERSION -- C\Users\bharg\Desktop\starred paper\Analysis o
File Edit View Tools Help
Overview Explore Graphics E-Mail Search

Indexed Search |ive Search

Search Term: Add Import Options
Indexed Words  Co Search Items Hits  Files #
pdf 2688 102
xbes 5 5
.doc 376 182
< >
Edit tem Remove tem | RemoveAll | View ltem Resulis »
Cumulative operator: OR View Cumulative Results »

A awsmmelos

Figure 81. Sample Hits for .Doc, .Pdf, and .XIxs for HDD Image

When we analyze the Hard Disk Drive using FTK, we can see the total number of files as

of 5000.

@ AccessData FTK 1.81.0 DEMO VERSION - C\Users\bharg\Desktop\starred paper\Analysis on Image acquired from HDD\
File Edit View Tools Help

Overview Explore Graphics E-Mai Search Bookmark
Evidence ltems File Status File Category o
KFF Adert Fies: 0 Documents: 1449 - o wewme @8
File ltems Bookmarked tems. 0 Spreadsheets: Fi
Total Fie Rems. 5000 | Bad Extension: 112 | Databases 0
Checked tems: 0/ | Encrypted Fies: 1 | Graphics: 1654
unchecked tems 5000 From E-mai 0 Mutimedia ]
Flagged Thumbnais: 0| Deleted Fies: 2726 | E-mai Messages: 0
Other Thumbnals: 1664 | From Recycle Bin: 0 | Executables: [}
Filtered In: 5000 Dupicate tems: 790 | Archives: 46
Fitered Out: 0/ | OLE Subtems: 541 | Folders: %
Fitered | | Flagged ignore: 0| |SackFree Space: 182
Actual Fies | | KFF ignorable: 0/ | Other Known Type: 195
Data Carved Fies: 0/ |UnknownType: 1411
B BE @@ 3O QP or unfitered ~|| [T | Ancomns orz
¥ EvidenceFileName  Evidence Path Display Name  Identification Name/Nu... ~Evidence Type Added Children Descendants  Investigator’s Name  Comm
Hdd image1.ad1 Clumages Hdd image1Part.. 001 HOD NTFS 1122018 8:28:11 PM 2941 £000 Bhargav
Hdd image? ad? Ciumages Had image1iUng. 001 HOD Unpartitioned Space 1111212018 7:31.08 PM Bhamgay

Figure 82. Total Number of Files Generated for HDD Image




When we click on one of the image files, we can recover it, and we can see the preview

of the images as follows.

@, AccessData FTK 1.81.0 DEMO VERSION -- C\Users\bharg\D: pap lysis on Image acquired from HDD\ - X
File Edit View Tools Help
Overview Explore Graphics Ellai Search Bookmark
Evidence ltems File Status File Category " nwgRmel e
Evidence tems: 2| | KFF Alert Fies: 0! | Documents: 1443
File ltems Bookmarked tems. 0/ | Spreadsheets: 27
TotalFle tems: 5000 ' Bad Extension: 112 Databases: [)
0 1 [ Graphics: 1664
Unchecked kems: 5000 | From E-mai: 0 | Mukmeda: (]
Flagged Thumbnals. 0 E-mailessages: 0
Other ;1664 Bin: 0 []
Fitered In: 5000 | Dupicate tems: 790 | Archives: ©
Fitered Out 0/ |OLE Subtems: 541 | Folders: %
Fitered | | Flagged ignore: 0| | Slackfree Space: 182
[AlRems | ActuaiFies | KFF ignorable: 0 | Other Known Type: 195
Data Carved Fies: 0| [UnknownType. 1411
8 88 @@ 30D |Q o unfteres ~ || TN | A1 coumns v |on
¥ File Name Full Path RecycleBi.. Bxt File Type Category  Subject  CrDate Mod Date Acc Date Ll
[m] - [EREERE] Hdd image1\Part_1\Bhargav HAd-NTFS\100CAN. PG JPEGExiffile Graphic 11/10/2018 44418 PM 112272015 20218 AM  11/10/2018 4.44:16 PM
Dama_x Had imsge1\Part_1\Bhargsy Hod-NTFS\100CAN htm  HypenextDo . Document NA NA NA
O@@me_1755.p0 Hdd imsge1\Part_1\Bhargsv HOd-NTFS|100CAN JPG  JPEGExiffile Graphic 11/10/2018 4.44 18 PM 112272015 20222AM 11/10/2018 4:44:18 PM
[a) Hdd image1\Part_1\Bhargav HAd-NTFS100CAN. htm  Hypertext Do.. Document NA NA NA
[u] Hd image1iPar_t\Bhargay HAd-NTFSI100CAN PG IPEGExffle Graphic 11/10/2018 44418 PM 1122201822938 AM  11/10/2018 4.44:16 PM
[w] Hd image1\Par_1\Bhargey HOd-NTFS\100CAN nm  HypenextDo. Document WA wA NA
Da Hadd image1\Part_1\8Bhargav Hod-NTFS\100CAN. JPG  JPEG/Exiffile Graphic 11/10/2018 44416 PM 1172272015 230 12AM  11/10/2018 4:44:16 PM 0,524,332
(=) Hdd imsge1'Part_1\Bhargav HOd-NTFSI100CAN htm  Hypertext Do.. Document WA NA NA 37,928
Da Hdd image 1 Part_1\8hargav HAd-NTFS1100CAN, PG JPEGExtfile Geaphic 11/10/2018 4:44:17 PM 1172222015 231.16AM  11/10/2018 4:44:17 PM
O [ me_1759.5PG him Hdd image1\Pan_1 Bhargav Hod-NTFS|100CAN ntm  HypertextDo.. Document WA NA NA
ﬂa""s-"“ PG Hdd image1\Part_1\Bhargav HOd-NTFS\100CAN JPG  JPEGExffile Graphic 11/10/2018 4:44.17 PM  1122/2015231:40AM  11/10/2018 44417 PM  £,921.874
DHIMG 60 JPG htm Hdd image1'\Part_1\Bhargav HOd-NTFSI100CAN. htm  Hypertext Do. Document NA NA NA 37.941
OEme_17e1.p0 Had image1\Part_1\Bhargsy Hod-NTFSI100CAN PG JPEG/Exiffile Graphic 11/10/2018 4.44.17 PM 11222015 23150 AM  11/10/2018 4. 44.17 PM 7,087,471
0 3 Me_1781 PG him Hdd imsge1\Part_1'Bhargav Hod-NTFS|100CAN ntm  Hypertext Do.. Document WA NA NA 37.938
DaIMG_iT JPG Hdd image1'Part_1'Bhargav Hod-NTFS\100CAN, JPG JPEGExiffile Graphic 11/10/2018 4:44:17 PM 117222015 23228 AM  11/10/2018 4:44:17 PM 0915819
0 [B] MG_1762.57G him Hdd image1Pan_1\8hargay HOd-NTFS100CAN. him  HyperextDo.. Document NA NA NA a7.841
Diu,vs;ues PG Hdd image1\Part_1\Bhargav HAd-NTFS|100CAN. JPG  JPEG/Exffile Graphic 11/10/2018 44417 PM 11222015 23340 AM  11/10/2018 44417 PM 7052873
< >
2726 Listed 0 Checked Total Hdd s 1\Bharaav 1754.0PG

Figure 83. Image Preview for HDD Image

@ AccessData FTK 1.81.0 DEMO VERSION -- CAL

File Edit View Tools Help

Overview Explore Graphics
Evidence ltems File Status
Evidence fems: 2| | KFF Alert Fies:
File tems
Total File tems: 5000
Checked tems: 0

B BBI @@ 30| o Unered

¥ File Name Full Path

[u] 1. Hdd imag t_1\Bhargav HAd-NTFSISRECYC
[ [ nicholas+ampouris 87263-unsp. . Had image\Part_1\Bhargav Hdd-NTFSISRECYC
[ [il nio-+arvounis-128108-unsplash... Hdd image\Part_1\Bhargav HAd-NTFSISRECYC.
[ [ nic-scheerban-15637-unsplash . Hdd image1\Part_1\Bhargav HOd-NTFSISRECYC.
(w] Had image1\Part_1\Bhargav H c
o 24188 Had imag {_1\Bhargsv HAd-NT

[ [l o\osoct-photography-17857€- . Had image1\Part_1\Bhargav Hd-NTFSISRECYC
O [ o'e-iogen-barken-285488-unsp... Hdd image1\Part_1\Bhargav HAd-NTFS'SRECYC
[ [ etic-neimplatz-243278-unspl..  Hdd image\Pant_1\Bhargav Had-NTFSISRECYC.
O [l potric-brinksma-360503-unspls... Hdd image1\Part_1\Bhargav HAd-NTFS\SRECYC
[ [ pstrick-brintsma-460377-unspla. . Hdd image1\Part_1\Bhargav Hdd-NTFSISRECYC
[ [ pevicarmons-422622-unsplss. . Hdd image1\Pant_1\Bhargav Hdd-NTFSISRECYC.
[ [ peut-osucriauti-372147-unspls... Hdd image1\Part_1\Bhargay Hdd-NTFSISRECYC
O i pov!-trieneiens-419320-unspla...  Hdd image1\Part_1\Bhargav Hdd-NTFSISRECYC
[ [l peute-vermeulen-283310-unspl... Hdd image\Pant_1\Bhargav Hdd-NTFSISRECYC.
[ [l powet-czenwinski-1085208-unsp... Hdd image\Part_1\Bhargav HAd-NTFSISRECYC.
[ [ pedro-banos-738400-unsplash |  Hdd image1\Part_1\Bhargav Hdd-NTFSISRECYC
<

Bt File Type
g JPEGIUFIF File
ipa  JPEGLFIF File
jpa  JPEGUFIF File
ipg  JPEGLUFIF File
o JPEGIFIF File
ipa  JPEGLFIF File
jpg  JPEGLFIF File
jog  JPEGIUFIF File
jpa  JPEGIFIF File
i JPEG/JFIF File
jog  JPEGIUFIF File
jpa  JPEGUFIF File
g JPEGIFIF File
ipg  JPEGIFIF File
jpa  JPEGLFIF File
jpa  JPEGUFIF File
jpg  JPEGIFIF File

Category
Graphic

Subject

CrDate

11/10/2018 4.37.52 PM
11/10/2018 4:37.05 PM
11/10/2018 4:37.05 PM
11/10/2018 4.37:52 PM

11/10/2018 4:37:43 PM
11/10/2018 4:37.53 PM
11/10/2018 4.37.63 PM
11/10/2018 4:37:53 PM
11/10/2018 4:37.05 PM
11/10/2018 4:37.05 PM
11/10/2018 4:37:53 PM
11/10/2018 4:38:02 PM
11/10/2018 4:38:02 PM
11/10/2018 4:37:25 PM
11/10/2018 4:37:43 PM
11/10/2018 4:37:53 PM

Mod Date

9/20/2018 10052 PM

Acc Date
11/10/2018 4:37:52 PM

9/20/2018 221:02 PM
9/30/2018 2-16:50 PM
$/30/2018 1.08:34 PM
9/20/2018 1:56:58 PM
$/20/2018 10454 PM
9/30/2018 139:54 PM
9/20/2018 1:03:58 PM
/3012018 2.14:34 PM
93012018 213:62 PM
9/30/2018 1:10:26 PM
9/20/2018 2:47.02AM
9/20/2018 24546 AM
9/20/2018 3:43.00 AM
9/20/2018 1:53:48 PM
9/20/2018 1.09:00 PM

11/10/2018 4:37.05 PM
11/10/2018 4:37.05 PM

11/10/2018 4:37:43 PM
11/10/2018 4:37.53 PM
11/10/2018 4.37:53 PM
11/10/2018 4:37:53 PM
11/10/2018 4:37.05 PM
11/10/2018 4:37:05 PM
11/10/2018 4:37:53 PM
11/10/2018 4:38:02 PM
11/10/2018 4:38.02 PM
11/10/2018 4:37:25 PM
11/10/2018 4:37:43 PM
11/10/2018 4:37:53 PM

L-Size
1,385,888
963,417
3,068,510
4,075,839

3,893,000
2,730,801

204,087
1,604,226
2671644

865,599
2,437,087
7,558,786
2372240
1,633,110
1,309,243

080517

A

Figure 84. Image Preview 2 for HDD Image
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B AccessData FTK 1.81.0 DEMO VERSION -~ C:\Users\bharg\Desktop\starred paper\Analysis on Image acquired from HDD\ - X
File Edit View Tools Help
Overview Explore Graphics E-Mail Search Bookmark
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Figure 85. Image Preview 3 for HDD Image
When we click on one of the excel files, we can recover it, and we can see the preview of

the excel as follows.
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Figure 86. Excel Preview for HDD Image
When we click on one of the document files, we can recover it, and we can see the

preview of the document as follows.
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Figure 87. Document Preview for HDD Image

When we click on one of the folders, we can recover it, and we can see the preview of the

folder in Hex code format as follows.
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Figure 88.

Folders Hex Code for HDD Image



Summary
In this chapter, we have loaded data into HDD and SSD and created images using
FTK Imager. Next step is to load those images and analyze them as per digital forensic

techniques. Analyze the results and conclusions are given in the next chapter.
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Chapter V: Results, Conclusion, and Recommendations

Introduction

In this chapter, we will be comparing results and deriving the conclusion about the findings.

Results
Comparison of file hits in HDD vs. SSD.
Table 2

Comparison of Hits in HDD and SSD
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HDD SSD

7/4/2018 7/4/2018
Contents No of Hits No of files No of Hits No of files
Animal 1676 39 249 42
Travel 1147 11 763 95
Plant 2053 55 426 33
Sunshine 808 4 37 14
Doc files 3716 182 584 1498
PDF files 2688 102 161 1726
Excel files 5 5 399 366




Comparison of file hits in various images of Solid-State Drives.
Table 3

Comparison of File Hits in Various Images of Solid-State Drives

7/4/2018 — Day 1 7/14/2018 - Day 10 - 7/24/2018 - Day 20 - 8/4/2018 - Day 30-

SSD1 SSD 2 SSD 3 SSD 4
Contents No. of No. of No. of No. of No. of No. of No. of No. of
Hits Files Hits Files Hits Files Hits files
Animals 249 42 23 5 12 6 0 0
Travel 763 95 2 1 1 1 0 0
Plant 426 33 5 4 0 0 0 0
Sunshine 37 14 9 6 6 4 0 0
Doc files 584 1498 1420 1206 1245 1073 0 0
PDF files 161 1726 235 228 1971 1310 0 0
Excel 399 366 4519 1441 260 245 0 0

files




Pictorial representation.
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Figure 89. Comparison of All Images vs. Recovered Data
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Conclusion

Based on our findings we clearly understand that the performance of SSD’s is far beyond
expectations to that of HDD’s. When we use FTK to analyze our results, we can see that we can
recover deleted files from the HDD. However, in the case of SSD, we have created four images,
and we can see that the file count has been decreasing over time. It becomes a massive problem
to the investigators as they cannot recover the deleted data.

When the forensic investigators collect the SSD as evidence, it is not possible for them to
start the investigation right away. It has many processes before they can start looking at the
evidence. By this time the data in the SSD will have been vanished and would not have any
critical pieces of evidence to prove the case. There need to be some advanced tools and
techniques to retrieve data from these devices.

Future Work

As a future work, it is recommended to come up with a change in the design of the solid-
state drive with a switch which can disable the pre-clearing function of the drive. With the use of
this switch, it becomes easier to stop automatic erasing of the data from the drive and preserve
the data for the forensic experts. The switch can be implemented in the form of a magnetic
switch integrated into the solid-state drive package which can be activated via a magnet that is
placed outside this package case. When the switch is activated, this will give a signal to the

processor or the controller to disable the pre-clearing function of the solid-state drive.
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