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Abstract

Mobile phones are most widely used as mini laptops as well as personal digital devices
one could have. The dependency on mobiles for every single person on every single aspect has
increased day by day. Depending on the operating systems, storage capacity, user interface
developed by various manufacturers, there are numerous mobile phones designed with diverse
computing capabilities. Among all the distinct kinds of smart mobile devices that are available in
the mobile market, iPhone became one of the most popularly used smart mobiles across the
world due to its complex logical computing capabilities, striking touch interface, optimum screen
resolutions. People started relying on iPhone by utilizing its functionalities including storing
sensitive information, capturing pictures, making online payments by providing credentials.
These factors made iPhone to be one of the best resources for the forensic department to retrieve
and analyze sensitive information and provide supporting evidence. Thus, the rise of iPhone
forensics took place where the data is retrieved and analyzed with the help of various iPhone
forensic tool Kits. The agenda of this paper is to give overview of iPhone forensics and mainly
focuses on analysis done, and challenges faced while retrieving the sensitive information on
iPhone by means of distinct forensic tools when compare to Android mobile device forensics.



Acknowledgments
I would like to thank Professor Dr. Mark B. Schmidt for supporting me to work on the
paper, comparison of acquisition analysis of iPhone over android mobile forensics. Without his
expert advice and encouragement, it would have been difficult for me to work on this research
paper. | also thank Professor Sneha Kalia and Professor Lynn Collen for accepting to be my
committee members and contributing their valuable time in correcting my paper and offering

their individual suggestions.



Table of Contents

Page

LISt OF TADIES .o 6

LISE OF FIQUIBS oottt et e st e et e e st e s teeteeneenneente e 7

LISt OF FOIMS oottt 13
Chapter

L. INEFOTUCTION ..ot 14

INEFOTUCTION ... 14

Problem STAtEMENT ........coviiiiii e 15

Nature and Significance of the Problem ............ccccooeviiiiicicccece e 16

Limitation of StUAY .....ccoveiieecccee e 16

I1.  Background and Review Of LItErature ..........cccccovveviiieiieeieeie e 17

INEFOTUCTION ... 17

Forensic Tool LeVeling SYStEM .......ccocciiieiieie e 19

Data Acquisition TEChNIQUES .......c.coveiiiieieee e 22

OVEIVIEW OF IPNONE ..ot 22

The Architecture 0f I0S ..o 27

Architecture 0f I0S SECUNLY .....ooveiiiiiecic e 29

JAIIDIEAKING ..o.veieiicicce e 32

] PO Y/ =11 g oo (o] [T YU STSRPP 41

INEFOTUCTION ...ttt 41

DESIGN OF STUAY ...cveiiiieiec e 41

Tools and Techniques REQUITE ........ccooeiiiiiiiiiiiieee e 41



Chapter Page
iPhone Data Acquisition TEChNIQUES ........cccvevviiiiieiece e 41

Physical ACQUISITION ......coviiiiiiciecie et 41

File System ACQUISITION .......ccooiviiiiiciicie e 42

Logical ACQUISITION .....oieiiieieciccie et 42

1OS FOrENSIC TOOIS ....vviiieeieste e 43
Elcomsoft i0S FOrensic TOOIKIt ........cccooeiiiieiiiieecc e, 43

Oxygen FOrensic DELECLIVE .......cccvcviiieiiiie e 44

Cellebrite UFED Physical ANAIYZEN .........cccooieiiieiiesece e 44

Hardware and Software REQUIrEMENTS ..........cccoeoveieeie i 49

IV. Data Preentation and ANAIYSIS ........cccoveieiiieiieicsic e 51
INEFOTUCTION ... 51

Data PreSENtAtION ........ccooviriiieiiiieiec et 51

Data ANAIYSIS ..oovieiiciicce et 88
LAMITALIONS ..o 100

V. Results, Conclusion and Recommendations ...........ccccocvereininensieneneeseseeee 101
INEFOTUCTION ... 101

RESUIES ..t 101
CONCIUSIONS ..ttt 102

FULUIE WOTK ..o 102
RETEIBICES ...t bbb bbbt ettt bbbt 104



Table

1.

2.

iPhone models

List of Tables

IPhONE EVOIULION CRAIT ..ot



List of Figures

Figure Page
1. EDEC digital forensic faraday bag .........ccccooceiiieiiiiiiieieee e 18
2. Forensic tool 1eVEliNG SYSIEM .......coiiiicie e 19
3. The chip of a MODIle AEVICE .......cooiviiiee e 21
4. Dismantled components of an iPhONE BS .........cccocvveiieiiiicie e 24
5. The HFS plus VOIUME STFUCTUIE ........ccuviiiiieciece e 26
B.  TOS ArCNITECIUIE ...t 28
7. 1OS SECUNItY ArChITECIUIE ...ocvviviceicciiece et 30
8. Architecture of android ..........cccooeieiiiiic e 33
9. LINUX KEINEI TAYET ..c.veeeeececee ettt 33

10. Libraries in android architeCture ............ccoooiieieiiiiieeee e 34
11, ANArOId FUNTIME ..ottt 35
12, Application fFramEWOIK ........c.coiiiiiiieie e 36
I T AN o] o] [ o7 11 o] 1 -SSR OPTPSOPPRN 38
14.  ANdroid SECUritY MOUEI .......ceeiieiieiic et are s 39
15.  Complete setup for the reSEarch .........cccooeoieiicie i 50
16. Faraday bag With the deVICES .........cceiiiiiiiiie e 51
17. SDK platform tool download WEDPAGE ........ccceeveiieiiieiiiicceee e 52
18.  Launching Windows poWer SNell ..........c.oooviiiiiiieie e 52
19.  Bo00t 0ptions fOr @NAroid ..........ccccooiiiiiiiiice s 53
20. Recovery Mode SEIECTION ........coeiiiiiiiieieeee s 53

21. Barcode information abOUt the TEVICE ....eveeeeeieeeeeeeeeeeeeeeeeeeeeeeeeeeeeee e eeeeeeeeeeeees 54



Figure Page
22.  Moto g connected tO JaptOP .....covveeeiieiiee e e 54
23.  Information about ADB COMMANGS .........ccoouermeiiriiriiieiniesreese e 55
24.  Restarting the daemMON ..........ccoiiiiiiiece e 55
25.  List Of deViCeS CONNECIEA .........ceiveiiiiiieieiisie e 55
26.  Device in diSEload MOE ........coceiieiiiieieiie e 56
27. Device enables with ADB mode along with MTP activation ..............ccccceevevvenenne. 57
28. Procedure to set USB debugging .....cccccveieiieiiciiciccecce e 57
29. Andriller setup file 0 WEDPAJE .......ocvveiiieieiieceee e 58
T AN o 1o ] | =T ST (] o OSSR 58
31, LiCENSE agreCMENT PAGE ...cceevveieeriieieeiiesieete st este et steeste e e sraeste e e sreesbeetesreesreennennes 59
32, INStAllation IN PrOQIESS ....eciveeieiieiie ettt e ettt tesreesreenneenes 59
33.  Final step of ANdriller SBIUP ....cooovveiiiicce e 59
34.  Andriller Not Yet regiStered .........cooveiiiiiieee e 60
35.  LICENSE reQUESE TOMM ...oviiiicie et 60
36.  ProCess lICENSE FEAUEST ......c.eciviiieiieeiectie ettt ettt sreeneens 61
37. License key for inStallation .............cccooviiieiiiic i 61

38 License Key Sent in email ..........cccciiiiiiiiiiicc s 62
39. Saving the license key on andriller tool ..o 62
40. Connecting the device to the andriller tool ..., 63
41. Detection of the devide using serial id ..........ccccooeiiiiiiiiiir e, 63
42. Extracted data from the device using andriller ..., 64

43.  Download page Of QULOPSY ......ccoveierieiiiiiieieieie et 64



Figure

44, Versions for autopsy download ...........ccccceveiiiiieii s
45, AULOPSY SETUP WIZAIU ...ovveiieieiie et re et sreeneens
46. Selection of INStaller TOIAEr .........ccoiiiiiiie e
47. Installatio Of QULOPSY IN PrOGIESS ....cveevierieeieiiesie et see e te s sre e sre e ans
48.  Creaion Of CaSe IN AULOPSY ..vcveiieiieeieiiesieeie ettt ae e sreeneenes
49.  SeleCtio Of dAta SOUITE ........ccooiireiiiiiiieieie e
50. Add the extracted data from andriller ...
51.  Configure iNgest MOUUIES .........cooiveiiiiiece e
52.  Ireparo phone data FECOVENY ........cccveiuiiieiieeie ettt ens
53, USer liICENSE AQrEEBMENT ....cveciiieieiie ettt sre e ens
54. Installatio Of Ireparo iN PrOgreSS ......cociveiieeieiieii et ens
55. Launch ireparo tool for android .............ccceeveiieiieic i
56. Selection of SPeCIfiC FIlES ......cccviiieiicccee e
57.  File tYPES t0 TECOVET .veiviiieeie ettt ettt st e te e sreesreenneenes
58.  ConNeCting the dEVICE .......ceccuiiiiiiee e
oL TR T T |V (o Yo [OOSR
60. Scanning the data on the android ............ccccceiieii i
61. Cellibrate touch fOrensic tOO0l ..........ccoiiiiiiiii e
62. Desktop VIEW Of the 001 ........ccoviiiiiie e
63. Launching the touch appliCation ...........cccoiiiiiiiii s
64. Connecting device to Cellibrate tOUCh ..........cccooiiiiiiiii e

65. Choose the mobile vendor and MOUED ........oeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee e eeeeeeneeees



Figure Page
66. Mobile description and instruction on tool ...........cccocveiiiiiic i 74
B7.  STAMTTNE SCAN ..o 74
68. Extracting the data from the phone ..o 75
69. Backup of extracted data fro Cellibrate tool ..........c.ccceeviiiiieii i 75
70. Downloading the ITUNES PACKAGE ......cccveveiieriieieiiece e ce e 76
71. Connect the device to iTunes application in 1aptop .........ccccvvvevveieiieve e 76
72. Setting the iIPhone t0 reCOVEry MOGE ........ccceiveiiiiieieese e 77
73. iTunes description about iPhone recovery mode ..........cccccevvveveeienieieeie e 78
74.  Setting the IPhone I DFU MOE .......c.cooviiiiieiieece e 79
75. Device backup through iTunes when set to recover mode ..........cccocevveevieiiereernenne. 79
76. iMyFone D-back download Webpage .........cccoveviiiciicie i 80
77.  Installation of D-Dack tOO0] ..........cccoiiiiiiiiiii e 80
78. Installing the PACKAGE ......cc.oceiiiice s 81
79. Choose the data type fOr rECOVEIY .....coviiiiiiiice et 81
80. Recover from iOS deViCe OPLION ......c.ccveieiieiiee e 82
81. Connect the device to the application ............ccooeiiiiieii i 82
82. Device detection on the appliCation ...........ccccoveviiiiiicce e 83
83. Scanning the data on the device using the application .............cccccovvviviveiicincenen, 83
84. Installation and user license agreement of Gihosoft recovery tool ..........c...ccceveee. 84
85. Selection of the installation package location and installing the package ................ 84
86. Connecting the device and select the data types .........cccvevieiiie s 85

87. Gihosoft scanning data from the I0S deVICE .......ccvvveiviie i 85



Figure Page
88. Connect iPhone 6s to Cellibrate tool ............cccooiiiiiiiiiince e, 86
89. Choose iPhone 6s from the vender APPIE ........ooovvieieeie e 86
90. Click 0N the truSt OPLION ......ccveiiiciccicce e ens 87
91. Select all types Of data .........cccccveiiiiiiice s 87
92. Device details seen in autopsy extracted from andriller ...........ccccooveviviiiiinivenee 88
93. Web history recovered from android visualized in autOPSY ........ccccceevvevieieerirernenne. 89
94. Bank login details recovered from the devicCe ..........cccevviieiieie e 89
95.  Wi-Fi passwords recovered from the device .........ccccceviviveiieie i 90
96. Backup from the device using Cellibrate tool ............cccccoeveiieiicicccece e 91
97. Report of contacts section recovered using Cellibrate tool ...........cccccoevviieiieneane. 92
98. Email addresses recovered using Cellibrate tool ...........cccccooevviiiiiccie i 92
99. Deleted pictures recovered USING IFEPAI0 ........ceevvereeieerieiieseeire e s sre e sre e ens 93

100. Recovered videos and audio files recovered using ireparo ...........ccccceevveveiivevvennenne. 93

101. Analyzing files from iTunes backup in aULOPSY .......cccevvveieiiciieiiccceee e 94

102. Email addresses and content recovered using iTunes backup .........ccccceevvviievvenenne. 94

103. iPhone details recovered using plist editor Pro ..........cccocvevvivieiieve s 95

104. Apple id recovered through plist editor pro list VIEW .........ccccoveviiieiieiecic e 95

105. Bookmarks on websites recovered using pliSt pro ........ccccccevvevveviiiccecse e 96

106. Data recovered from iPhone using GIhosoft ..., 96

107. Deleted images recovered from the iPhone using Gihosoft ...........ccccoovviniiiinnnnn 97

108. Contacts recovered from iPhone 6s usig GihoSOft ...........cccooeiiiiiiiiiic 97

109. Messages recovered from iPhone 6s using GIih0SOft ..........cccooeieiiieninininicee 98



12

Figure Page
110. Safari bookmarks recovered from iPhone usig Gihosoft ............ccccoceveiiviicieeniee, 98
111. Deleted images recovered from the iPhone using iIMYFONe ..........ccccocvvevviieevvenene, 99
112. Whatsapp data recovered from the iPhone using iIMYFONe .........cccccevvveveicicveenene, 99

113. Details about the recovered data from the iPhone using Cellibrate tool ................... 100



13

List of Forms
Form Page
1. Chain of CUStOAY FOIM ..oveiiicc e 48

2. Chain of custody fOrm CONtd. .........ccccveieiieii e 49



14
Chapter I: Introduction
Introduction

Mobile phones took the space as one of important possessions a person would have in his
life, transforming every little piece of information from simple to smart way. The enhancement
of innovative technology is growing day by day so as mobile technologies. These mobile phones
are being advanced from just picking up the calls to attending the conference through video calls
from remote areas. At present smartphones became one of the traditional desktops with same
functionality but different in terms of operation.

Further improvements in telecom technologies has given an immense change over
through a period, where a smart mobile would serve all the possible works such as web surfing,
finding location with the assistance of GPS system, scheduling meetings through emails, taking
pictures, utilizing various applications depending on the operating systems, paying bills and lot
more (Laboratory, 2015). Different telecom industries have launched smartphones with different
user interfaces, processors, camera resolutions, logical structures that drags attention of the
people by accompanying them with various needs.

Along with all these facilities, a smartphone appears with huge gigabytes of memory
allocations that are assigned for processing various functionalities. In addition, it holds enormous
gigabytes of storage capacities where it can store, download and upload the information directly
and save the data at its internal location. Due to rapid usage of these smartphones in regular
activities, making these devices to capture and store sensitive information about the person such
as contact logs, call lists, recordings, login credentials for online payments, bank transactions etc.

which may lead to misusage if it’s been in wrong hands.
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This sensitive information available in a mobile phone can become the best evidence for
a convicted crime using digital media as one of the resources (Mona Bader, 2010). This leads to
the rise of mobile forensics which is a part of Digital forensics of acquiring and analyzing data
retrieved from a digital device such a computer, laptops, mobiles to utilize the information as
evidence for criminal activities which aids in solving a criminal case and it consists of four areas
such as collecting the data, examining the data, analyzing the data and reporting the data.

Among all the distinct kinds of smart mobile devices that are available in the mobile
market, iPhone became one of the most popularly used smart mobiles across the world due to its
complex logical computing capabilities, striking touch interface, optimum screen resolutions,
huge storage capacities. Thereby analyzing and retrieving the data from an iPhone will be a great
resource and beneficial to the forensic investigators.
Problem Statement

The key Agenda of this paper is to indicate different methods and tools applied on an
iPhone and android mobile to obtain forensic evidence by analyzing the retrieved data. In this
research, to apply forensics on an iPhone or iOS device when compared to android devices, a
forensic investigator needs to understand the details about device logical operations internally.

In addition to that, the forensic investigator needs to figure the access points for the
device to retrieve the data using forensic tools. Some of the challenges that needed to overcome
while acquiring the information are as follows:

e Unlike digital forensics, iPhone forensics requires more effort and time for gathering

the information since the data in the iPhone can be accessed from multiple devices as

well as modified from any other iPhone if it is initiated with same backup process.
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e Enhanced security features including encryption techniques available in an iPhone

increase difficulty in obtaining sensitive information.

e Unlike digital forensics, write blocking techniques for iPhone forensics are

unavailable that makes forensic investigators more complicated to retrieve the data.
Nature and Significance of the Problem

Forensics techniques used for the digital forensics on computers are not similar when
working with iPhone forensics, since there are several challenges that fall in when working on
iPhone forensics such as the device is designed with solid-state flash memory and there is no
inbuilt slot to insert external memory card, it can be accessed from multiple devices and thus the
sensitive data can be modified from remote locations.

This paper illustrates some of the techniques and computations used for iPhone forensics
to overcome all the challenges faced when performing forensics on iPhone to retrieve data.
Limitation of Study

The objective of this paper is to analyze and compare the different methods used to
retrieve sensitive data from an iPhone when compared to android device. This study does not
make any attempt to propose new concept or modifications in the existing methods to extract the
data but suggests how these existing methods individually are not sufficient to acquire results
and examine the different techniques applied to gather forensic information by comparing with

Android mobile device forensics.
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Chapter I1: Background and Review of Literature
Introduction

Mobiles forensics is a category of digital forensics identified with the retrieval of
evidence which are forensically acquired from mobile devices. The fundamental guideline for a
forensic analysis of the digital evidence is that the original information in the mobile devices
must not be altered. This is a challenging task to perform on mobile devices. Depending on the
type of extraction, some of the forensic tools need to analyze the data by removing a chip or
placing a boot loader on the mobile device before retrieving the data.

For some cases where there is a possibility of changing the configuration of the device
where the procedures must be verified, approved and reported to follow the proper approach and
rules to analyze the forensic information from these devices. Failure in reporting the data without
following proper procedure may lead to violation of forensics guidelines and result in damage of
evidence gathered or disapproval of information in the court. The mobile forensics methods are
basically categorized into three main categories i.e.

e Seizure

e Acquisition

e Analysis

While collecting the mobile devices at the crime scene, there are many challenges that
need to be encountered for a forensic investigator. If the device is switched off at the location, it
should be covered in a faraday bag to stop the alterations if the device gets automatically

switched on.
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Faraday bags are mainly designed in a way to prevent any network incoming or outgoing
from the mobile and by this the information in the mobile cannot be altered from remote
locations using the network as a medium.

The below figure depicts the typical EDEC digital forensic faraday bag.

Figure 1: EDEC digital forensic faraday bag (Adorama, 2018; Sutton, 2011).

If the mobile device is already inactive state, there is a possibility that the information
from the phone can be erased by the criminal from a remote place using different wipe
commands. To acquire unaltered data from the mobile, the forensic investigator should turn off
all the mobile sources such as WIFI access, network, Bluetooth and turn on flight mode before
placing the device in the faraday bag.

Confirming that the mobile is collected in the right way by placing in faraday bag, the
forensic investigator may need different forensic tools to examine the data present on the mobile.
Depending on the distinct kinds of mobiles manufactured from diverse brands, their

functionalities and user interface may vary. These versatile features require various kinds of tools
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to perform forensics on the device and gather the sensitive information that can be represented in
the court as the forensic evidence (Sutton, 2011).

Forensic Tool Leveling System

There are five different classifications for a mobile forensic tool to be categorized based
on the examination methods used by the tool. Any Forensic tool for extracting the data from the
mobile device will have pros and cons and it is necessary to know for a forensic investigator that
no tool is perfect with having only pros. With the help of these classifications, a forensic
investigator can understand and analyze these tools with proper forensic acquisition.

The five classifications are:

e Manual Extraction

e Logical Extraction

e Hexadecimal Dump/JTAG

e Chip Off

Micro Read

The below figure illustrates the classifications of mobile tool leveling system.

f " Micro Read

Hex Dump / JTAG

"Manual Extraction

Figure 2: Forensic tool leveling system (Dimitar, 2018).
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Without the utilization of these methodologies on a forensic tool before implementing,
examiner may destroy or lose evidence while retrieving from the mobile phone. The level of
difficulty inclines gradually when you start from the bottom. To overcome this risk, forensic
examiner should have proper training before working on the mobile device to achieve optimum
results in extraction.

These five levels in mobile forensic level tooling system are discussed below:

Manual extraction. Manual extraction is the simplest method that involves gathering
sensitive data by simply using the phone directly with touch interface or with the help of keypad.
The information gathered from the mobile device is documented through screenshots and with
the help of capturing photos. This process is the easiest and works for almost any mobile. But
these methods of extraction have lot of concerns such as making errors in finding the sensitive
data due to lack of proper knowledge on interface. Another concern is that viewing the unread
text messages on mobile devices leads to modification of data (i.e., SMS notification varies from
unread to read messages).

Logical extraction. In this method, the mobile device is connected to a forensic medium
through a USB cable, Infrared, or Bluetooth. After connecting both the device, the data is
transferred to the forensic tool after all the required command process is accomplished. Deleted
files on mobile devices can be retrieved at this level. This level of extraction has the probability
of altering the information in the mobile device leading to integrity issues (Kostadino, 2018).

Hexadecimal dump or JTAG. This level of extraction is considered as physical
extraction, where the data present in flash memory of mobile device is fetched by forensic tool

which retrieves majority of data access. The deleted data from the mobile phone is accessed at
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this level with the help of Joint Test Action Group (JTAG) .copying the data and converting
them as image file formats from the devices which are locked does have minor damages.

Chip off. The name of the classification indicates that it is a physical extraction of the
data by physically removing the chip from the device and analyzing the chip data using various
forensic tools. Various models do have distinct memory chips and does require technical
expertise. The information retrieved from memory is stored in the form of raw format where
examiner is required to decode and translate it into understandable information. To perform this
level of extraction, forensic examiner must be well trained regarding the process of isolating the
chip and may have the chance of damaging the device by breaking the chip. The below figure

depicts typical chip removed from a mobile device (Iris, 2016).

Figure 3: The chip of a mobile device (Zentek, 2004).

Micro read. This method is the toughest of all the methods since the examiner must
observe the logical operations on the gates on a microchip with the help of electronic microscope
to note down all the binary information and convert into ASCII characters. This method needs
highly qualified examiner who have in-depth knowledge of the microchip architecture along with
logical operation that a microchip can perform. This process of retrieving the data takes lot of
time and even it's costly when compared to all the other methods. There is no commercial

microchip tool-related this type of method to analyze the data.
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Data Acquisition Techniques

Data acquisition techniques are mainly used to extract the data from the mobile devices
without modifying the device data and functionalities. There are three types of data acquisition
classifications: i.e., Physical Acquisition, Logical Acquisition and Manual Acquisition. All these
methods are further discussed in detail in Acquisition methods used in iPhone as well as android
devices.
Overview of iPhone

To perform forensics on iPhone, any forensic examiner needs to know all the details
about the iPhone device such as different models released over a period, internal components of
the iPhone, knowledge about operating system and touch interface etc. The knowledge on these
elements helps forensic investigators to identify where the data is stored,what type of data can be
extracted, and which forensic tool is required to work on iPhone model.

iPhone models. The below figure illustrates the specifications of all iPhone models that
are manufactured by Apple company starting from year 2007 to 2017.

Table 1: iPhone models (Axon, 2017).
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Table 2: iPhone evolution chart (Morgana, 2009).
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Internal components of an iPhone. iPhone 6s is used in this paper for performing

forensic analysis. This device consists of Apple A9 processor and M9 motion coprocessor with

storage variations from 16 Gb,64 GB and 128GB. This device holds 12MP Back camera with 4K

video recording and a 5SMP High definition front camera. This device does have Touch Id

enhancing security features. Along with specifications it is important to consider hardware

details of iPhone since the hardware parts present in iPhone are manufactured from different

manufacturers. The internal components of an iPhone 6s are dismantled and shown in the figure

below.
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Figure 4: Dismantled components of an iPhone 6s (ifixit, 2015)

iPhone file system. Forensic analysis on mobile devices become struggle free if the
knowledge on file system used in the mobile devices are understood by a forensic examiner.
HFSX is the file system used in all the iPhones and Apple iOS devices. It is similar to HFS Plus
file system with some differences. The detailed information about the HPS Plus file system is
explained below.

The HFS plus file system. With the help of HPS (Hierarchical File System) designed by
Apple in 1996, the storage of datasets is increased to larger volumes. Each volume is classified
into 512bytes of logical memory block and is equivalent to the size of a physical block of 512
bytes. All these individual blocks stacked together to get data in a more effective way. Since
HPS file system uses 16-bit value to determine all these blocks located in allocation blocks

which is a disadvantage leading to reduce the number of blocks to 65,535 (mahalik, 2016). To
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overcome these disadvantage Apple introduced new file system for extension of old file system

as HFS Plus file system where this file system uses 32-bit value to determine the location of

these allocation blocks in which the 512bytes logical memory are stacked together.

With the Use of the HPS plus file system all the improvements in checking and allocating

data in effective way got achieved. The method of monitoring each operation to the disk and

avoiding the file corruption is known as journaling. This phenomenon is default in HPS Plus file

system which is an advantage. The HFS Plus volume is classified into different internal

assemblies to supervise the data in a proper manner. The volume structure has different sections

and are described below:

Reserved file. This file has a space of 512 Bytes and used by Apple while creating the
file system process and cannot be utilized for other purposes.

Alternate volume header. This section is related to the backup of volume header used
when disk needs repair and it also works as a support file for the volume header to
perform functions when the volume header is not in operation.

Startup file. This file stores the information about the booting process and helps in
starting the system when the system is not installed with HFS plus file system.
Attribute file. This file stores the records of all the data attributes such as inclined,
fork and extension data.

Extents overflow file. This file performs three operations i.e. To find the data that is
present in the allocation block, stores information about the allocation block when the
size of the block exceeds its limit, records the block which is not performing in

optimum condition.



26

e Catalog file. This file stores all the information about all the file location details and

their functionalities in this volume of a file system.

The below figure illustrates the volume structure of an HFS Plus file system:
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e Allocation file. This file checks whether the allocation blocks are in use or free to

process the data. It does this checking process with the help of placing each bit value

to allocation block and if the bit value is high then the corresponding block arranged

with the bit is in use.

e Volume header. It consists of all the information about the volume including the size

of the blocks, details of creation of volume, data about the data of special files.

e Reserved file (1024 bytes). This file is utilized for storing information about the

bootload process. Compare to space allocated for the manufacturing process at the

bottom layer which has 512 bytes, this file has the size of 1024 bytes allocated for

storing the information (Proffitt, 2012).
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iPhone operating system overview. Operating systems in mobile devices are one of the
important criteria where a forensic examiner should be familiar with working on iPhone
forensics and retrieve the data. iOS is the operating system for iPhone which is created and
developed Apple Inc. Firstly the operating system was named as iPhone OS, later it was renamed
as i10S to indicate that some of the Apple devices run through same operating system and can be
categorized as Apple i0OS devices. Presently all apple products such as iPod touch, iPad, iPhone
run through iOS operating system. More than 2.2 million iOS applications are developed and are
available in Apple’s app store in which 1 million of the applications belong to iPads. This
operating system does have an additional feature named Voiceover which can read all the
information present on the screen along with buttons, icons, links, the for people with vision and
hearing disabilities (Wikipedia, 2018).
The Architecture of iOS

iIOS operating system works as an interface between the hardware components and the
applications that are accessible on the touch screen. The iOS architecture is classified into four
layers.

The below figure depicts the layers of iOS architecture:
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Figure 6: i0OS architecture (Gondi, 2015).

Cocoa touch layer. This layer consists of user interface framework for designing
application-based programs to work on the operating systems such as storyboards,
gesturing, multi-tasking, Notifications and UIKit frameworks. Cocoa Touch is built
with main classes that work in Objective-C, an object-oriented language that runs at
optimum speed.

Media layer. This layer utilizes all the technologies including graphics, Audio, Video,
Airplay to design the apps that provide good layouts, graphical designs and optimum
sound qualities. Some of the technologies used are core animation, Text Kit and core
text, OpenAL, Core Audio, UllmagePickerController, AV-Foundation (Gondi, 2015).
Core services layer. This layer mainly focuses on providing system services for the

apps and helps in supporting all the features such as location, iCloud, Social media.
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Some of the features included in this layer are peer to peer services, SQL.ite, In-App
Purchase, XML Support, etc.

e Core OS layer. Core OS layer is the fundamental layer and is the first layer that is
designed and provides all the services such as memory management, external
accessories, Bluetooth functionalities, handling of file systems and Accelerator
frameworks.

Architecture of iOS Security

Unlike all the mobile devices, iOS security is designed at the core of the operating system
giving one of the most secure mobile devices. Considering all the security risks that appeared in
desktop versions, Apple-designed more secure systems in iOS mobile devices. iOS security
works on both software and hardware at same time to give best security with simple user
experience. Many of the security features cannot be configured by the user and are default so that
the app developers or any technologies do not have to worry about configuring security
separately and user cannot disable any kind of security feature (Inc, 2018b).

The below figure explains about the pictorial representation of the iOS security

architecture;
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Figure 7: i0S security architecture (Velu, 2018).

Software section security. Security designed at the software section consists of series of
layers wrapping one over the other starting with data protection classes, App sandbox, user
partition, OS partition and file system.

Hardware section security. Security designed at the hardware section consists of series
of layers binding one over the other including kernel (secure enclave and secure element), crypto
engine, Device key, Group key and Apple root certificate.

Some of the security features are discussed below:

e Data protection. Any new file created in the iOS Device is categorized into a class
from the app that builds it. An encryption key is generated to connect with the user’s
passcode. When a user locks the device after few seconds the decrypted key used to
load the file data or view the data will be deleted making inaccessible to anyone until
the user opens with the help of passcode or uses his face id to open the lock of device.

Thus, data can be protected from offline attacks.
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e App sandbox. Sandbox is the method of restricting access to files at a certain level.
so, when all the applications installed on the iPhone are restricted to at some level
thereby providing inaccessibility from app to others. It also restricts access to network
resources.

e Encryption. The encryption techniques used in iOS devices are different and unique
from all other devices. Unlike other devices, iOS device uses its entire file system to
be encrypted using an encryption key, which is present in between the OS and
hardware level. This is the main reason where some of the techniques used in
extracting the data such as JTAG and chip off are difficult to perform and retrieve
data on iOS devices (Inc, 2018b).

e Passcodes. Passcode is the basic security feature present in every mobile device. It
does not allow the unauthorized access by any other person except the owner of the
mobile device. iPhones provide simple to complex passcodes and now in newer
versions of i0S, they provide touch ID and even fingerprints represent passcode in
background. The latest iPhone X uses face ID as the prime security access for secure
access to the mobile.

e Data wipe. Data wipe procedure in an iOS device is designed in such a way that if the
user wanted to delete data and reset the phone, there is an option provided in the
setting and by clicking the option the data will be completely erased including the
encryption key that is used to secure the data such as user settings and information.
This makes impossible to retrieve the data even with the forensic investigation

procedures (Inc, 2018a).
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e Activation lock. Activation Lock is the security feature that enables the lock for any

iPhones with the operating system iOS 7 or later versions. This feature is enabled
when the phone is enabled to “Find My iPhone” mode and it requires user’s Apple ID
and password to turn off this mode and even to perform any forensic analysis on the
device to retrieve or erase the data.

Jailbreaking

This is a procedure to remove all the restrictions created by iOS device operating systems
leading to install unauthorized apps breaking the rules provided by Apple’s App Store. It also
allows to run code on the device and achieve root access. This is also one of the methods that
help in forensic investigation to retrieve the data but by jailbreaking the device, the user loses
device warranty and the device will be jailbroken completely and cannot be restored to its
original position. All the iPhones which are jailbroken will have higher chances of security
issues and is also helpful a forensic examiner to perform Physical and Logical Acquisitions
without having disturbances.

Overview of an android device. Android is open software platform for mobile
development which is projected to be a complete stack that adds everything starting from the
operating system passing along the middleware and finally ending to applications (Alison, 2019).
Introduction to an overview of the architecture of the Android platform with some of the key
principles that are underlying its design are discussed below.

Architecture of Android device. The below diagram depicts the android architecture

covered with lot of boxes with various levels of design.
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Figure 8: Architecture of android (John, n.d.).

Linux kernel. Starting from the bottom to up top, The architecture is based on the Linux
2.6 Kernel. It is used as the hardware abstraction layer where an Original equipment manager
(OEM) starts building this layer first and then gets all the drivers required in the place.

LINUX KERNEL

Display

Flash Memory Binder (IPC)
Driver

Camera Driver Driver Driver

Keypad Driver WiFi Driver [)A:i:(r)s M-,:?;gcm

Figure 9: Linux kernal layer (Sharma, n.d.).
The reason for using the Linux as the hardware abstraction layer is that it gives a

successful plan of driver model established in existing android models. These successful existing
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proven model runs through a long period of time that includes memory management, process
management, along with concrete security model, well-designed networking combined to form
one of the best-operating systems infrastructure (Dhinakaran Pandiyan, n.d.).

Native libraries. The next level up to design block is native libraries, where a lot of the
core power of the Andriod platform comes from. Everything colored with green in the picture is
basically written in C and C++. The below picture shows the architecture of native libraries
consisting of all the blocks including Surface manager, medial framework, SQL.ite, OpenGL |

ES, Free type, Webkit, SGL, SSL, libc.

LIBRARIES

Surface Manager Media SQLite

Framework

OpenGL | ES FreeType VVebKit

SGL SSL libe

Figure 10: Libraries in android architecture (Benny, 2014).

e Surface manager. The surface manager is used for composing different drawings
surfaces onto the screen. In other words, it is responsible for combining different
windows with the various applications connected to it in different processes
performed during different periods of time providing a perfect level of pixels aligned
in order.

e OpenGL/ES. it is one of the cores of graphics libraries which is a three-dimensional
library with the proper three-dimension chip present could process the software

implementation that is hardware accelerable (Dhinakaran Pandiyan, n.d.).
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e SGL. The SGL graphics are for two-dimensional graphics where most of the
application drawing is designed. One of the main benefits of android graphics is that
both two dimensional and three-dimensional graphics can be combined in the same
application (Dhinakaran Pandiyan, n.d.).

e Media framework. the media framework was designed by PacketVideo that combines
the core of media experience. This adds all the audio and video codecs like MPEG 4,
H.264, MP3, AAC, etc. to build an improved media experience.

e Free type. This is mainly used to create different types of fonts while typing in the
keyboard layer of the android touch interface.

e SQLite. The implementation of SQLite is used as the core of the most device’s data
storage.

e WebKit. it is an open-source browser engine, used as the platform for the browser
used in both safari that’s been in iPhone as well as android devices which can show
well on small screens and on mobile devices.

Android Runtime.

ANDROID RUNTIME

Core Libraries

oA

Machine

Figure 11: Android runtime (Benny, 2014).
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The Android Runtime is specifically designed for android to meet the needs of running in

an embedded environment with limited battery, limited memory and limited CPU. There are two
components which run in the Android runtime are described below.

e Dalvik virtual machine. The main component of the Andriod Runtime is the Dalvik
Virtual machine that runs DEX files which are referred as the bytecodes that are the
results of converting at build time which includes.Class and .JAR Files. These two
files combined and converted to form .dex becoming much more efficient bytecode
that can run very well on small processors.

These .dex files use memory very efficiently along with the data structures
designed to be shared across the processes whenever possible with a highly CPU
optimized bytecode interpreter. The result of these capabilities make the possibility of
running the multiple instances of the Dalvik Virtual Machine parallelly at the same
time allocating with each of the many processes. (Dhinakaran Pandiyan, n.d.).

e Core libraries. The blue color indicates that is written in java programming language.
This consists of all the utilities, tools, collection classes, 10, that are used in android
devices.

Application Framework

APPLICATION FRAMEWDORK

Windaw Content View

Activity Manager Manager Providers System

Telephony Resource Location Natification
Manager Manager Manager Manager

Package Manager

Figure 12: Application framework (Benny, 2014).
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The application framework is the tool kit that all applications use like the ones that
exist in the phone application or home application (Alison, 2019). The entire framework is
written in java programming language. These applications can be written by google or an
individual developer. Whatever the applications developed using the same framework and same
APIs for processing. Some of the main components are discussed below.

e Activity manager. The activity manager is responsible for managing the life cycle of
applications and also keeps track of common back stack in order to maintain the
applications that are running with various processes can have a smoothly integrated
navigation experience.

e Package manager. The package manager will keep track of all the applications
installed on the device and maintain the details of all the applications. It will be
responsible for analyzing the capabilities of the new applications installed.

e Window manager. This will manage the windows platform when connected to
Windows laptop or medium which is an abstraction from most of the java
programming language platforms is connected to the lower-level services that are
provided by surface manager (Dhinakaran Pandiyan, n.d.).

e Telephony manager. This manager contains the APIs that are used to build phone
applications to improve phone experience. Some of the services that include are voice
calls, sim details, phone id, etc.

e Content providers. These are one of the unique pieces of framework on the android
platform that provides applications to share their data with other applications. For

example it uses the contact information such as all the contact details, names linked to
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the contact and addresses to be available for other application such as WhatsApp to
use these details (Dhinakaran Pandiyan, n.d.).

e View system: It consists of all the building blocks of the User interface (Ul) like
buttons and lists. It also manages things like event dispatching, layout and drawing.

e Location manager. This is a part of the framework that gives you the services of
geographic location. It is used in applications such as google maps to update the
device location accordingly (Dhinakaran Pandiyan, n.d.).

¢ Notification manager. It collects all the notifications obtained from all the
applications and place them on to the surface manager to get notified by the device
user.

Applications.

APPLICATIONS

Phone

Figure 13: Applications (Benny, 2014).

Applications are written in this section .some of them include the home application, the
contacts application, the browser, custom developer and everything at this layer is again using
the same application framework provided by the layers discussed above (Alison, 2019).

Andriod Security model. Security Architecture of Andriod is the combination of
both Linux kernel and android permission control models. The Linux security model is based on
privilege control model where each application that runs on android is given a separate process

id (PID) by Linux. So each and every application has its own process id and user id. Where the
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Access to the user lever permissions and app permissions while installing from play store or
downloaded from google are controlled by android permission control model. The below
diagram shows the basic security design of two applications in android platform (Elenkov,

2014).

Android Sandbo")__(

App 1 App 2
= 1€
Dalvik Dalvik T°
\ Process Process
" (UID 10000) J (UID 10001)
‘ /data/.../...appl | ‘ /data/.../...app2 ’
( Permissions w

L *  Access Rules

v

System Resources
(GPS, Bluetooth, Network, Contacts, etc. )

Figure 14: Android security model (Mahadewa, n.d.).

Kernel-based application sandbox. It is implemented by using sperate user IDs and
group IDs to isolate applications and their data which is completely based on the traditional
Linux’s discretionary access control(DAC). It had been augmented recently with SELinux
Mandatory Access policy-based control starting from the android version of 4.4 . So each and

every application are packed with Dalvik VM and assigned with separate user id and they have
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their own data directory for app storage which only the application does have the complete
access to read the data (Elenkov, 2014).

Permissions. As the applications are allocated with different sandboxes they would be
restricted to view their own app data and the external user can access these data. In order to
provide more privileges of granting permissions to use hardware devices such as internet
connections, use of camera, operating system level services to improve app technical aspects,
Android can control both the hardware and system resources with the help of access rules
(Elenkov, 2014).

Once the access for an application is allowed to use hardware resources, it cannot be
prevented from stopping in middle or any point of time until the app is completely uninstalled.

Code signing and platform keys. Code signing of an application is to get the authorized
signature from the developer when he develops the code. As the Android APK files developed in
expansion to the java jar formats. It is signed using the jar packaging format. Whenever the
application does have the new upgrade it must be released by the original author who signed
while producing the first version of the application and that binds the trust level in between the
applications. Platform keys are signatures of system applications that maintain and run android

versions (Elenkov, 2014).
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Chapter 111: Methodology

Introduction

In this section, All the procedures used for research, requirements of the tools and
techniques and concepts of Acquisition methods to analyze and compare the differences in
extracting the data from an iPhone Vs an android device and focus on the various challenges to
overcome while retrieving the data from an iPhone using various forensic methods are explained
in detail.
Design of Study

This paper uses both quantitative as well as qualitative approaches for analyzing the data
retrieved from the iPhone using various forensic techniques and categorizing the challenges
faced during the forensic process over android forensics.
Tools and Techniques Required

The below tools and techniques are mainly used to retrieve and analyze the data on an
iPhone and compare the experimental reports generated by various tools during forensic
acquisition with results obtained when performed on android forensics.
iPhone Data Acquisition Techniques

Data acquisition techniques in an iPhone can be performed in many ways. Each method
will have advantages and disadvantages. The primary principle of the acquisition is done by
either bit by bit or directly copying the physical data available on the device. Some of the
methods are discussed below.
Physical Acquisition

In every device such as mobiles phones, computers, laptop does have to kinds of

memory, i.e., volatile and nonvolatile memory. In iPhone, RAM acts as volatile memory where
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all the active applications are stored while processing any function and it is the important
memory in which main functions of operating system will take place. Once the device is
switched off and again rebooted the important data stored in the RAM such as usernames,
passwords and encryption keys are lost and cannot be retrieved. Even though RAM stores
important data, it is difficult to acquire data from RAM. Whereas NAND acts as the non-volatile
memory where the data stored will present even after the device is rebooted. All the data present
in the NAND flash consists of systems files and user’s information. Here the physical acquisition
is performed on the NAND memory by copying in a bit by bit procedure and copied memory is
analyzed in the same way as the traditional methods used in retrieving the data from hard drive.

Compare to the modern hard disk used in the computers, NAND memory available in the
iPhone is cheaper and can perform operations faster and even store copious amounts of data.
With the invention of the latest iPhones, it is difficult to perform physical acquisition due to
enhanced security features such as secure boot chain, encryption of storage and creation of
passcode for the device (Mahalik, 2016).

File System Acquisition

The file system in an iPhone is encrypted to provide security to safeguard the information
present in the device. The file system acquisition is only performed on the information of user
section only and the system section is retrieved by using physical access. Some methods need the
device to be jailbroken and some tools need the device to be in DFU mode to perform file system
acquisition.

Logical Acquisition
Logical Acquisition is the process of acquiring the data from the unlocked iPhone. This

acquisition mainly uses backup files of the iPhone stored in iTunes backup, SQLite Databases,
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Property lists, and from other files such as keyboard cache etc. This Acquisition cannot be
performed if the device is locked or the access to plist list file is unavailable. To do the
extraction, the examiner needs to search for trusted computers in the lockdown file and bypass
the passcode to trick the device that it is in unlocked state (Mahalik, 2016).
iOS Forensic Tools

There is a necessity for the forensic examiner to know about the different forensic tools
and their features to perform forensic analysis. Every forensic tool does have limitations and
backlogs that may not provide all techniques to retrieve the data from an iPhone. Some of the
forensic tools that help in extracting the data from an iPhone are discussed below.
Elcomsoft iOS Forensic Toolkit

It one of the forensic tools that helps in retrieving the data for older iOS devices up to
iPhone 4 through physical acquisition and can be to retrieve data for latest iPhone devices with
32-bit iOS operating systems if they are jailbroken. This tool can be performed in two ways, i.e.,
guided mode and the manual mode. The manual mode requires USB dongle purchased along
with the toolkit must be connected to the computer whenever the toolkit is performing analysis.
Some of the features of EIFT are:

e |t can be used to perform physical and logical acquisition.

e The approximate time taken by the toolkit to perform system extraction is about 20-

40 mins depending on the different versions of iOS devices.
e The toolkit can retrieve information from iPhone by decrypting the data present in the
backups of Apple iTunes.
e It gives information stored in the raw disk image by extracting and gaining access

through keys which are encrypted
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It also retrieves the details of keychain items by using the stored keys present in the
keys.plist file.
This toolkit does have the Zero-footprint operation which can retrieve the data
without making any alterations to the device contents thereby maintaining integrity.
This tool records all the steps performed to extract data along with the timestamps
making easy for the forensic investigator to proceed with the investigation on the

device (Mahalik, 2016).

Oxygen Forensic Detective

It provides advanced analysis compared to the oxygen forensic suite for mobile data

extraction.it is available for windows platform, So in order to perform forensics on iPhone this

tool needs the support of iTunes.

Some of the features are:

Provides both logical and physical acquisition.

Extracts passwords using key chain.

Jailbreaking and rooting activities can be performed on the iPhone with the help of
this tool.

With the help of additional tool, extracts the deleted data from the SQL.ite databases.
It is also featured with built-in formats such as Microsoft Excel, PDF, HTML etc. for

creating reports after each analysis along with timestamps (Mahalik, 2016).

Cellebrite UFED Physical Analyzer

It provides support for major security organizations, antiterrorism, law enforcement by

retrieving important evidence from mobile phones, PDAs, desktops etc. Same as the other tool

kits, Cellebrite UFED (Universal Forensic Extraction Device) Physical Analyzer uses all the
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techniques in extracting the data and analyzing the data from the iOS devices. One drawback of
this forensic tool is physical extraction is not possible with the iPhone models having A5-A9
chips.

Some of the features include:

e Provides both logical and physical acquisition.

e With the help of file system acquisition, it provides the extraction of keychain items
and images found in the root memory.

e Same as the Oxygen Forensic Detective, it is also featured with built-in formats such
as Microsoft Excel, PDF, HTML etc. for creating reports after each analysis along
with time stamps.

e Unlike all the tools, this tool can extract the data from the iPhone which are not
jailbroken but do require unlocked mobile devices.

e Passcode recovery attacks can be performed with this forensic tool.

e The user interface of this forensic tool makes the examiner easy to analyze the data
retrieved by reflecting both the physical and logical data on same screen.

e Easy to forward the data from this forensic tool to another tool for further analysis
since it generates an additional binary image file (Cellebrite, 2018).

Along with above forensic tools there are many forensic tools available such as iPhone Analyzer,
backlight, Magnet Acquire, NowSecureCE, iBackup extractor and the data recovery services
including iMyFone D-Back iPhone Data recovery, wondershare Dr. Fone, iMobie Phone Rescue

etc. help in extracting the data from the iPhone with various techniques (Hammond, 2017).



46

Andriod forensic tools.

Andriller. Andriller is a software application with combination of forensic tools that are
useful in decoding the passwords and application data on Android devices. The formats andriller
would generate reports are HTML and Excel.

Some of the features include:

e |t extracts the data automatically and decode the information once the application is

installed on the laptop and when the android device is connected without rooting.

e With the help of ADB daemon, andriller can extract the data by bypassing the

passcode or the patterns.

e The social media applications such as WhatsApp with the encrypted archived

databases can be decrypted and also opens the android backup files (Andriller, n.d.).

Ireparo for Android. It is an android data recovery software application that recovers all
the media files such as photos, music, videos and also social media applications data such as
WhatsApp, Facebook, Gmail, etc.

Some of the features include:

e It recovers the deleted data on the android devices and restores them on to the

specified drive location.

e Whenever the root failure happens for an android device, it can be used to recover all

the deleted data that happened during the process.

e It has the capability to even get back the data from when the device is set to the

factory reset and the data on the device is completely wiped off (ireparo, n.d.).

Autopsy forensic tool kit. it is a platform that provides graphical interface along with the

in-depth analyzer that could be helpful for digital forensics. This application is utilized by law
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enforcement, forensic investigators and research scholar as it provides user-friendly application
interface who would look for investigation on what could be deleted or archived from the
systems, laptops, etc.

Some of the features include:

e It can perform analysis on multiple cases at once, so that examiner may perform
forensics on different cases parallelly.

e With the backup file, the database will be created and it would search for all the web
activities which help in filtering the user web activity and what are all the websites
were used.

e With the help of the information obtained from pictures while taking from camera, it
would search and extract the geographical location (Carrier, 2019).

Chain of custody form. Every forensic team in digital forensics will go through this
form as it is a chronological document utilized for gathering information about the electronic
evidence that covers all the details in sequence from the seizure to reporting the evidence are
tracked down and registered with the timestamps. With the help of this form forensic team can
maintain the integrity of the evidence collected and also can be prevented from any changes that

can be made in evidence after the seizure of device from crime scene (Infosec, 2019).



Case/Incident:

Date Acquired (mm/dd/yy):

Location of Seized:

Exhibit/Property Number:

Time Acquired (24hr):

Seized By:

Description of Item (ex. Model, Quantity, Serial # Condition, Markings, etc):

Notes / Additional Comments:

Chain of Custody

Date / Time

Released By
(Name & Signature)

Received By
(Name & Signature)

Comments:

Form 1: Chain of custody form (Sachowski, 2019).

As a forensic examiner, we could also find where the evidence might lie and all the
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details about where it came from, who created it and what was the state of device when collected

from the crime scene that would help us in evaluating the evidence.
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Authorization for Evidence Disposal

This item is no longer needed as evidence and is authorized for disposal through the following method:

Return to Owner Destruction Donation Other

Release By: Signature: Date:

Witness to Evidence Disposal

1, . witnessed on the day of 20 the disposal of
this item as performed by in my presence.

Witness: Stgnature: Date:

Evidence Release to Lawful Owner

his item is no longer needed as evidence and has been released by me,
to its lawful owner

Owner
Address:
Telephone Number: ( }

Signature: Date:

Form 2: Chain of custody form contd (Sachowski, 2019).

From the above screenshot of the form, we can get all the details about who authorized
for evidence disposal, who witnessed the Evidence disposal and evidence release details to the
owner of the device. It is also important to maintain the whole document with all the links from
beginning to end as the court may disapprove if there is any missing link in the form (Infosec,
2019).

Hardware and Software Requirements
Hardware. Mobile devices - iPhone 6S, moto G. Supported USB data cables, pen drive.

Laptop — Dell Inspiron 13 -5000 series with 32-bit Intel 17 Processor, Forensic bag.
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Software. Operating system -Windows 10, Windows XP (os present in cellebrite touch)
Forensic tools for iPhone : Imyphone, Cellibrate, gihosoft, Autopsy forensic tool, Plist editor.
Forensic tools for android: Andriller, Ireparo, Cellibrate forensic tool, Autopsy forensic tool.

The complete set up is shown in the below figure.

Figure 15: Complete setup for the research.
Budget Information. Total Cost for the project :350 to 400$( for the two phones, Pen

drive and the Cellebrite Forensic tool kit). Most of the online applications used are free of cost.
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Chapter IV: Data Presentation and Analysis

Introduction

In this chapter, we will conduct experiment with the process of recovering the data with
different forensic methods using some of the above-discussed tools for both the android and
iPhone. While performing the recovery methods, we would do the analysis how the tools help us
recover the data without modifying any data that is captured and discuss the challenged faced
while collecting the data.
Data Presentation

In this level, we focus on the gathering the evidence collected in forms of data while
performing different methods with different tools such as obtaining information about the emails
sent, WIFI passwords, photos, messages etc. all the evidences gathered are then submitted to the
court for further legal procedures of the case. As a part of forensic investigation, While
collecting the devices from the crime scene, we use faraday bags. The device is placed in a
faraday bag so as to restrict from all the networks that device to connect temporarily until we
start recovering the data. This would make the two devices hack free from outside world from

remote locations. The below picture gives us the idea how the phones are kept in faraday bag.

b=~
Q50 HUSKYNET
aliad

Figure 16: Faraday bag with the devices.
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Installation of Android SDK tools and platform-tools.
1. Download the android SDK platform-tools from the android developer's website by

using this link https://developer.android.com/studio/releases/platform-tools

de.,‘e"_()pevs Flat Android Studo

WHATS NEW

Figure 17: SDK platform tool download webpage.
2. Open the downloaded tools from the location and type left shift and right-click the

mouse to open windows power shell.

ers\vikas\platform-toolss

Figure 18: Launching Windows power shell.

Here we use power shell to write ADB commands to set the phone to debug mode.


https://developer.android.com/studio/releases/platform-tools
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Setting up the android mobile (Moto g) to recovery mode.
1. In order to set the android mobile to set to recovery mode, Press the volume down

button and power button of the phone at the same time to go to boot options.

Figure 19: Boot options for android.
Now by using the volume down button move the selection bar to recovery option and
then click the volume up button, the screen would go off and boot to recovery mode

as shown in below picture.

Figure 20: Recovery mode selection.
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2. To know about the information and details of the phone, press the volume down key
for moving the selection bar until it reaches to barcode option and then click volume

up button to select the option as shown below.

[PTINTRTARI
(AR

NI

|
| IR AN

Figure 21: Barcode information about the device.

3. Connect the phone to laptop via supported USB cable.

Figure 22: Moto g connected to laptop.
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Turning on USB debugging mode using Adb package command line. By using below

ADB commands check the connectivity of the phone.

e Adb help : this command will give you the options about using different commands to

perform the task.

Figure 23: Information about ADB commands.
Now by using below commands enable ADB on the mobile.

N\adb devices: this command would start the daemon and look for the connected devices.

T T ™

PS C:\Users\vikas\platform-tools> .\adb devices
adb server version (40) doesn't match this client (41); killing...
* daemon started successfully

Figure 24: Restarting the daemon.

Ps c:\Users\vikas\platform-tools> .\adb devices
List of devices attached
TA94802FF5 sideload

PS C:\Users\vikas\platform-tools>

Figure 25: List of devices connected.
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e Now use the below commands to enable ADB.

Aadb pull /data/property/persist.sys.usb.config c:\users\vikas\
This command would copy the usb.config file from the device to the location given in the
command. Modify the config file in text editor by adding ADB to mtp present in the files and
push back to the device by using the below command

.adb shell echo ‘mtp,adb’ > /data/property/persist.sys.usb.config
Push the file to the device to enable adb mode by using the below command.

Aadb pull c:\users\vikas\ /data/property/persist.sys.usb.config

The phone is set to send the package by selecting update package via adp mode. (Firelord, 2011).

Figure 26: Device in sideload mode.
Update the package with sideload command to apply for phone.

Aadb sideload persist.sys.usb.config
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Figure 27: Device enables with ADB mode along with MTP activation.

The device is enabled with ADB mode and has USB debugging mode on. This may not
work for the higher versions of the android from 5.0 due the upgrade that fixed the version. As a
part of forensics the forensic team will reach out to the individual to ask for the phone password
details with the warrant. The conventional way to enable debugging mode in an android phone is
shown below.

Conventional way to enable debugging and MTP mode. Go to settings—open for the
about phone option and click on the build version for seven times continuously that would
release a new developer mode option back in the settings.

Now open the developer options and enable debugging mode on.

Figure 28: Procedure to set USB debugging.



Installation of Andriller.
e Now we download andriller tool from using this website.

https://www.andriller.com/download/

EAndriller - : I
Download
oS File Size Version MD5 Checksum
o
s o

Figure 29: Andriller setup file on webpage.

e Now we run the downloaded file.

Lo Andriller —

Welcome to Andriller Setup

Setup will guide you through the installation of andriller.

It is recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer.

Click Mext to continue.

Figure 30: Andriller setup.

e After going through the agreement terms, click on the | agree option.
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https://www.andriller.com/download/

Lo Andriller

License Agrocomendt
Please rev

w the license terms before installing Andriller
Press Page Down to see the rest of the agreement

hrulrillnr End Uzer License Agreeament (EULA)

FLEASE READ CAREFULLY BEFORE USING THES PRODUGT . This
End-User License Agreoment (TEULAT) is a legal agreement between (a)
vou (either an individual or a single entity) and (b) DenCo Forensics (TDF™)
that govermns your use of Andriller, installed on or made available by DF

» OR BY TAKING ANY

BY CLICKING 71 AGREE™ STEFP TO INSTALL
OR USE THE SOF TWARE PRODUCT, YOU (1) REPRESENT THAT

You must acoept the

~
if you accept the terms of the agreement, cdick T Agree to continue
agreement to install Andriler

1 Agree Canced
Figure 31: License agreement page.
e Click next to start the installation.
Lo Ancriller
ot alling -
Pleane wait while Andreiller in being installed ‘ 9 ?

Figure 32:

Extract! Sao_Paulo, .. 100,

| Show details |

Installation in progress.

o ArnariNer

Complaoating Andrillor Setup

Andiriller has Bean Installed on your comeuter

Click Minish 1o close Betup

5] e Andriller

l Firisy I

Figure 33: Fi

nal step of Andriller setup.
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e Open the Andriller tool and connect the android mobile moto g in recovery mode.

Figure 34: Andriller not yet registered.

e As we see the tool is not yet registered with the license key. In order to get the valid

license key, click on the help menu on the tool and open license update.it would

redirect to the license details.

e Fill out the details in the license tab given on the website.

https://www.andriller.com/license/get

License Request Form

‘‘‘‘‘‘

@Andriller : wi @ B

Figure 35: License request form.
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https://www.andriller.com/license/get

e Now submit the request and we would get the license to our email.

License Key for Andriller

Process License Request

Figure 36: Process license request.

License Key for Andriller

Success!

Figure 37: License key for installation.

61

e Open the email by logging to the email which is given in the request form and we see

the email that is sent by the andriller team in below image.



e

a 6 § & ©¢ B »

l;\ionnatior; belt;w .i's ;m your acqﬁife& I-icense, keep t}ﬁs smail -for .ll—xtt.:re TG]B;’Mi
Instaltation ID: 294EBBDO-EGF211E9-ASECE807-15A52D00

Expiry date: 2019-11-03

Licanse type: Trial 30-Days (Free)

icense kaey (balow)

r180ydwyg+oyoBzTdLZW3TqdiEQJCMDoRQPpDAWFhixHpyS8iFzPDkQVZ/
SV/Bte+Z0cvwiPHU2HsuigKJoZhg 7 DRSIIN7MDysZ) 7 oAVHESFOdOHSkgiGLE
D22xVOO0T 1KSu77IOP3LLEPKHEBCENbZSonvgBbESJakbm2v+ YVShsEWgPvRLmMU
Az 7TVCA+dkKNaibjuBEXCYvyOd 1 GITOEYQOTWR 1BIDFuSsgJORUNSHZ 1RTOWE
HCboZpYwiKVesAutoQOBQr TeWsazw 1/9w/aaPL UzgbsiUOBNRAL QFDenTwQrfD
FINFay 3xRuSx4BHASXEJ T Zged COPmMaO+ Ot+hnLIFQ7FBqU3FdkvalicDOZHgZ

MUYaGO+ x6YKYBOQIRR 1rpNIVNKHHvDoKABiIcuOX Xa TXcBg8dZal3bdDisn|Fs
LIS40X] 1 TROQEFWIPQOBScJOYBFnDtzs+0jh4dxMNZsc 7Y 71Z0gZxShdr 21 Did
198S0zoWwNR+ 3W/cO+ 20VPXNUGGANBGILXOMVAIKe02P7SURde/felu/ctsQOV
G10§xSAWU+bihJ TAtImhryd XpVd 1IuV3LYyO2m+iROhnxJE0SB3LEQUL SMyBQTS
RCPIDXVZTqCU+UYNr/O4 7svR 1bqWQs Lk 7ohbzi=

If you have Issues using Andriller please refer to our FAQ section

Figure 38: License key sent in email.

62

e Copy the license key and open the andriller tool and save the license key in the give

license key update menu.

Installation IO:
Regestered to
Expination dete

License key

Get License

o Andriller;: License key update >

Andriller

Use this window to update your license key.
Warning'! Saving will overwrite your existing License key.

PHAEBBOO-ESF 21129-ASECAB07 - 15452009

Mot reglstered

Mot registerea

(SR 190y dwyg+<yoliz TALIWNITad JEQICMDORQPRDAL / y Firxipy S8F rF 2 PORQVE/
|FSV/06e+ 20CywiPHUIMBs Ui gh JoZng TOREL INnTMDy Al I 7oA ve it 5F 0o0MSkagidic
|02 2 vQOOT IKOUTTFOIPILUIPKHEBCENDISONVERDE S Jekbmd ve YVEh s GugP v Ly
A2 TVCA IRk Ne SO 1B I XCYVy a1 TOR yQO TR It OF USsglofUndD s IRTOL J10
[ THCDOZp YW Ve sAUtoQOTEQr Telsazwl/ v/ 0aPLUzgbs TVOSNRALQF 1Den TwQr D
[ZF1InF By 3xRuSxd 2 iHABAE 1T ZgedCiPmal+Ot «nnl IFQTFBQUIF dkval  cOOINg L
NS IUYAGOC + 2BV YEOQIRA L rpNT VI MMV DOK A6 L c LOXXa TXCBg9alal SbaDIsniF s
WU S ITROQOF Ew iPQUBSc IOy BF nDt 22+ 10 NAaxMNZScTYT IZ0gInShar I11D%a
(WISSOZOWNR+ I/ CO* 20VPXL/ xUO0ANE6Q L Lx@MVALKeB2 P TSURdC / Ffelu/ ctaQov
IVO101 IxSANU-D NI AL TenrydXpVal LuVILyOdme tRSNNX J 0090 JDEQUL SMyOQ TS
}2(’!0:(!/ro:YO(UOUIyW/OI?:vIlM‘UOMQIl-'

Save = Clow

Figure 39: Saving the license key on andriller tool.



e Check the connection whether the phone is connected to android tool.

B
*  Dwcate Neims e ace AR ey
Andriller
adpas . e
Letracreon SNEL Pang Foiden Pame L A0 Parwe LA
[ Serial D TASMMIFFS

Latract

3 e ABl wwtted Sypary st

e Log Sove Loy

Huady

Figure 40: Connecting the device to the andriller tool.

e We could see the serial number attached that confirms the connection is valid. Now
select the extract shared storage and use all the method options and start the
extraction process.

Note: The android mobile must be in debugging mode before we perform extraction

using the tool.

Figure 41. Detection of the device using serial id.
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e The information about the mobile reported and extracted to the laptop as shown in the

below images.

- IR
¢ Documents
& Downloads
% Dropbox
edipse
Favorites

[] & Links

» ThisPC » OSI(C) » Users > vikas

motorola_XT1033_2019-08-04 _18.21.14
motorola_XT1033_2019-08-04 18.38.01

Figure 42: Extracted data from the device using andriller.
Installation of autopsy forensic tool.

e For analyzing the extracted files obtained from andriller tool, we use autopsy

forensic tool.

e Use the following link to download autopsy for windows machines.

https://www.autopsy.com/

M AuTOPSY

fast, thoraugh, and ufficent hard drive nvestigation solutson that evoives with your needs

Figure 43: Download page of autopsy.

DOWNLOAD +



https://www.autopsy.com/

“ AU:TO_I?SY DOWNLOAD ADD.-ON MODULES

Download Autopsy
VERSION 4.12.0 FOR WINDOWS

I IWNLOAD Ba.-HIT ' | vowwnivap sz mir « |

DOWNLOAD FOR LINUX AND OS X
Avtopsy 4 will rum on Linux and OS X, To do so:
« Download the Autopsy
<« Linux will need The Sleuth Kit |o

« Follow the st t to install other dependencies

Figure 44: Versions for autopsy download.

Now open the downloaded file and start installing the autopsy.

W Autopsy Setup

Welcome to the Autopsy
Setup Wizard

The Setup Wizard will iInstall Autopsy on your computer,
Click Next® to continue or “Cancel™ to exit the Setup Wizard,

I Next > I Cancel

Figure 45: Autopsy setup wizard.

Click next and select the location for the installation.

e

Select Installation Folder

Thin in the folder where Autopry will be installed,

To install In thin folder, dick "NMext®, To inutall to a different folder, enter it below or cick
‘Browse",

folder:
Ci\Program Mles\Autopsy -4, 12,0\ Browse. ..

Advanced Installer

Figure 46: Selection of installation folder.

65



66

Once the process completes, click the finish button and run the autopsy tool.

[iF Autopsy Setup

Installing Autopsy

Please wait while the Setup Wizard installs Autopsy. This may take several
minutes.

Status: Copying new files
[ 4]

ladvanced Installer

Cancel

Figure 47: Installation of autopsy in progress.

Open a new case and give the details about the case we are performing and click the

next option.

Figure 48: Creation of case in autopsy.

Select the option as a logical file and click next.
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Figure 49: Selection of data source.

e Select the files that are extracted by andriller.

I ‘ ' Select Lacal Fles or folders
| Look i s ®cr M-
. androvd ‘ Downloeds
-
- 1 echpse ¥ Dropbos
... S—— -
Recent [1ems Mendeley Desitop echpse .
I Select Type of Data Soul S, Favernes
Add ' 2017 e
2. Select Dots PyCharmCE2017.3 # Links
3. Canfigure Ingest Modul - OtWebEngneProcesn maotorola XT1033 2019-00-04_18.21.14
4. Add Data Source Deshtop splunk maetorola XT1033 2019-08.04 18380
swt ) Music
p tooling Naturatsoft
&| VitualBex & OneDeive
Documents B 30 Obyects OpenVPN
andnod recovery caze | = Putun
. A% Contacts PycharmProgects
etkiop loamin
B Deskt R 9
Thes C ¢ Document: P Seved Games
< >
“ Fie name: 1O4_18.21, 14" ‘motorola_XT1033_2015-08-04_18,39.01° [E
Natwerk

Fies of 'vpe! | Al Files

Cancel

Figure 50: Add the extracted data from andriller.

e Configure all the ingest modules and proceed to further case and create the case.
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| M Add Data Source

1. Gelect Type of Data Sowrce Ta
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Select Dats Source

it Search
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P e e e roduies S R ciaen, 0l o S | aiaty
réw Type 4. Add Dats Source - P p—— -~ P*"C’V
Deleted | =) Hash Lookup
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Figure 51: Configure ingest modules.

Installation of ireparo recovery tool for android.

Figure 52:

Download the package for ireparo tool from the website.

https://www.androidrecovery.com/

Motorola Phone Data Recovery

In oeder 10 successfully recover aeleted hies froe oo G2/ and Dvoa T

Nty Card, Bers are savwr

Cmmmnletypesonhﬂo!m photos, videcs
Howwnuucdc(ﬂedh‘owohmesmcmm

Ireparo phone data recovery.

Run the downloaded application and accept the license agreement and click next.
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https://www.androidrecovery.com/

Wor Setup - Jihosoft Android Phone Recovery

License Agreement
Please read the following important information before continuing, ‘@’

Please read the following License Agreasment. You must accept the terms of this
agreement before continuing with the installaton,

End User Licenne Agreement
[Thix tn & legal agreement between vou, the wnd user, and Jihosoft Studio, the
developer of the program ("lihosoft™), regarding vour use of Jihosoft products

("Software™). By inatalling the Zoftware, you agree to be bound by the terma of
this agreement,

1. GRANT OF LICENSE

Jihosoft hereby grants to you (an individual) the revocable, personal, non-
exdusive, and nontransferable right to install and activate the Software on two
separated computers solely for your personal and non-commercial use, unless you
have purchased a commercial icense from Jihosoft, Sharing this Software with

(®) I accept the agreement
(1 do not accapt the agresment

Cext="] | cencel |

Figure 53: User license agreement.

e Go through the process and complete installation.

|&» Setup - Jihosoft Android Phone Recovery

Installing
Please walt while Setup Installs Jihosoft Androlid Phone Recovery on your ¢ J
computer,

Extracung files...
Ci\Program Flles (x86)\Jihosoft\Jihosoft Android Phone Recovery WMyDecoder . dil

Figure 54: Installation of ireparo in progress.

@ Setup - Jihosoft Android Phone Recovery

ih ft Completing the Jihosoft Android
H.T.J.{, ..?‘T:'? Lifel Phone Recovery Setup Wizard

Setup has finished nstaling Jihosoft Android Phone Recovery
on your computer, The application may be launched by
selecting the Installed shortcuts.

Click Finish 1o exit Setup.

Launch Jihosoft Android Phone Recovery

Figure 55: Launch ireparo tool for android.
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e Start the application and select the specified file types:

N il\'('[).“n Android
\ol

1 Tt - (IS VTt s Age

Figure 56: Selection of specific files.

&)\ iReparo 1o Android e
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Select File Types to Recover
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Figure 57: File types to recover.
e Connect the Moto G device to the laptop with the supported USB cable and check
whether the connection is valid.

Note: the device must be in debugging mode in order to perform the recovery option.
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N IRepiaro (1 Andro
\o/

2 identity your Device

B

Figure 58: Connecting the device.

~ . i
(o’ (Ropara

S Readdy to Scan

Figure 59: Ready to scan.

e Start extracting the device and wait for the process to be completed.

R T e N T S T Y

| wathen 1y K10
O W M |

Ui TARIA04INYY

Figure 60: Scanning the data on the android.



Data collection through the cellebrite touch forensic tool.

e Start the Cellebrite tool and open the cellebrite touch application as shown below.

Figure 61: Cellibrate touch forensic tool.

e Click start menu and open the Cellebrite touch application:

Figure 62: Desktop view of the tool.

Figure 63: Launching the touch application.
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e Connect the mobile to the Cellibrate touch forensic tool using the USB cable and

keep the phone in recovery mode as discussed in the earlier topics.

Figure 64: Connecting device to Cellibrate touch.

e Choose the backup option and select the device name from the given list as shown

below.

O o —
| == & g
Ol

Figure 65: Choose the mobile vendor and model.
e Connect the USB device that we use as the output device from the right USB port
given on the tool and click next to start scanning the device. Make sure that the

device is set to debugging mode and we have access for reading the MTP connection

is on.
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e We could see the pop-up message on the tool saying to check for the MTP connection
and then after accepting the alert we could see the connected device details along with

the instructions to start the scan as shown below.

Figure 66: Mobile description and instruction on tool.

e Now read all the instruction and continue to scan the device connected.

Figure 67: Start the scan.
Here the Cellibrate tool will start the process by scanning the device including the

information about the contacts, audio, pictures, ringtones, SMS, videos, etc.



Figure 68: Extracting the data from the phone.
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e It would take a while to scan and extract the data from the mobile depending on the

device. the data on the mobile is then copied to the pen drive and backup file along

the report file is created.

-~ = Manags USB Dewve (B2}
Home Share e Dmve Tocls

Figure 69: Backup of extracted data from Cellibrate tool.

All the extracted data from the android device (moto Q) is discussed further in the data

analysis section.
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Installation of iTunes for iPhone 6s.
e Download the iTunes package using the following link

https://www.microsoft.com/en-us/p/itunes/9pb2mzl1zmbls?cid=appledotcom&ric=

1&activetab=pivot:overviewtab

T

IC Al

Figure 70: Downloading the iTunes package.
e Connect the phone using USB cable and check whether the iTunes recognizes the

phone.

Figure 71: Connect the device to iTunes application in laptop.


https://www.microsoft.com/en-us/p/itunes/9pb2mz1zmb1s?cid=appledotcom&rtc=%201&activetab=pivot:overviewtab
https://www.microsoft.com/en-us/p/itunes/9pb2mz1zmb1s?cid=appledotcom&rtc=%201&activetab=pivot:overviewtab
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The above picture shows that iTunes recognizes the phone but it is not connected to
phone since the phone is locked with passcode. In order to use iTunes we need to unlock the
phone. We need to set the iPhone to recovery mode and dfu mode in order to bypass the
password and then connect to the tool to perform recovery.
Setting up the iPhone to recovery mode.
e Switch off the phone by pressing the home button for some time and the screen would
show the power icon to drag right. Then hold the home button for few seconds and
attach the USB cable to device while holding the home button until the itunes icon

appears on the screen.

Figure 72: Setting the iPhone to recovery mode.
Now we open the iTunes in laptop and we could see that the iPhone is set to recovery

mode as shown in the below picture.
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Figure 73: iTunes description about iPhone recovery mode.

Setting up the iPhone in DFU mode. In order to perform recovery without knowing the

password to unlock the iPhone must be set to DFU mode. Steps to set the iPhone 6s to DFU

mode are discussed below.

Connect the phone to laptop with a supported USB cable. Open iTunes applications in
laptop

Keep holding the power key and home key at the same time for 10 seconds and
release the power button.

Hold the home button for few seconds until the phone shows a black screen.

Now the phone is set to DFU mode though it looks like it got shut down.

we could see the iTunes shows the pop-up message saying that the device is in

recovery mode (Chan, 2019).
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Figure 74: Setting the iPhone in DFU mode.
Backup using iTunes recovery mode.
Now with the phone setup in DFU mode, we could take a backup of the phone using the

iTunes as shown below.

Figure 75: Device backup through iTunes when set to recovery mode.
Now by using the iTunes recovery methods and the following installations of tools, we

should be able to recover the data from the phone as it is set to DFU mode. There are several
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tools that could be useful in recovering the data and some of them include Imyfone D-Back for
iPhone recovery, Gihosoft recovery tool, Cellebrite touch forensic tool, etc.

Installation of Imyfone D-back for iPhone recovery.
e We use the following link to download the package of imyfone data recovery.

https://www.imyfone.com/iphone-data-recovery/

iMyFone D-Back iPhone Data Recovery

wind Dn Whors il Poad ook Fay!

Carm o Mhae

Figure 76: iMyFone D-back download webpage.
e Run the downloaded package and follow the procedure given in the user guide. Select

the license agreement before starting the installation process.

@lMyfuun‘ -

D-Back

I've read and agreed to iMyFone License Agreement Customize Installation

Figure 77: Installation of D-back tool.


https://www.imyfone.com/iphone-data-recovery/
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e The tool would give us an alert popped out while installing the package regarding the
user privileges,Allow user control permission by clicking yes option and proceed to
the next step.

e The installation would take a while to complete the process.

Recover Data Directly from
iPhone/iPad/iPod touch

Instaling, please wak(25%, finished,) Hide

Figure 78: Installing the package.
e There are different ways to recover the data, the tools give us a variety of options to

recover the data from the device iPhone 6s.

Figure 79: Choose the data type for recovery.
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e Start the application and select the recover from the iOS device from the given left
panel option.
W oarem o mun RN e | v v - -

3

rd Hevwraty

(o
—r
W
WA Devies

@

Ll

Recover from 105 Device

Reswnd fram
i nachg

@

Figure 80: Recover from iOS device option.
e Now we connect the iPhone 6s to the laptop using supporting USB cable and continue

through the process.

Figure 81: Connect the device to the application.

e We should see the connected phone showing in iMyfone D-back as shown below.
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Figure 82: Device detection on the application.
e Now select all the data types we want to recover and click the scan option and
continue to further steps. The scanning time may vary on the size of the data present
on the iPhone and it would take a while to completely scan the data as shown in the

figure below.
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Figure 83: Scanning the data on the device using the application.
Installation of Gihosoft iPhone Data recovery.

e Download the package from this website https://www.gihosoft.com/iphone-data-

recovery-free.html.



https://www.gihosoft.com/iphone-data-recovery-free.html
https://www.gihosoft.com/iphone-data-recovery-free.html
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e Run the setup file to install the Gihosoft free iPhone recovery tool. Accept the license

agreement and click next.

Phooe Dats Recovery

Vv e s - -t —

e

Gihosoft iPhone Data Recovery =

hs .

Figure 84: Installation and user license agreement of Gihosoft recovery tool.
e Now browse the destination location that we want to recover the data and continue
clicking the next option through the process.
e The process will continue for a while and as it follows please continue to set the

iPhone to DFU mode or recovery mode as described in earlier sections.
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Figure 85: Selection of the installation package location and installing the package.
e Open the application and connect the phone to laptop with USB cable, so that we
could connect the application to the device.

e Select all the file types we want to recover the data and,
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Figure 86: Connecting the device and select the data types.
e It would take a while to scan the complete data and recover them. The below figure

shows the process of recovering of iPhone 6s connected.
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Figure 87: Gihosoft scanning data from the iOS device.
Data collection through the cellebrite touch forensic tool.

e Connect the iPhone 6s to the forensic tool as shown in the picture:
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Figure 88: Connect iPhone 6s to Cellibrate tool.
e Click on the vender option and choose the iPhone brand from the list and click to
continue
e Connect the output device when it prompts on lower right side of the screen. There is
a slot for connecting SD card on the top left side of the device. In our case we use

Pendrive as the output device as shown in the picture below.
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Figure 89: Choose iPhone 6s from the vender Apple.
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e Now the tools pops up for the warning message and sends the information regarding
the alert to the device.

e Click on the trust option on the device and continue the process to recover the data.

Figure 90: Click on the trust option.
e The Tool will show up the information about the device and instructions to proceed
before the recovery.
e We select the all the types of data that we need to recover like phonebook, Audio,
SMS, videos, pictures, ringtones etc. on the given options and click start to scan and

extract the data from iPhone 6s.

Figure 91: Select all types of data.



88
Data Analysis

Here we will discuss about the recovered data collected from Android device Moto G and
iPhone 6s from using various methods. We also analyze the data recovered and the challenges
faced while retrieving the data for both the devices.

Data recovered from an Android device(Moto G). By utilizing the andriller application
we have extracted the data and took a backup file from the device. we have created the case in
the autopsy tool and added the backup to the case as shown in the Previous sections at the data
presentation part.

The metadata about the device details including serial number, IMEA number, user
information and the tool used to extract data were found using the autopsy details as shown

below.
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Figure 92: Device details seen in autopsy extracted from andriller.
From the above picture we could confirm that the connection from the device to the tool
was successful and extracted data was properly recovered from the android device used.

e The data we retrieved from the android mobile through autopsy is shown below.
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Figure 93: Web history recovered from android visualized in autopsy.

There are various files we could extract from the device such as user account details,
metadata , web history, Wi-Fi passwords etc. From the above picture we could see the recovered
details about the web history that were searched on the moto g and all the details about the link,

log in details, the file path for the source, artifacts were found.
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Figure 94: Bank login details recovered from the device.
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e From the above picture we could see the account details of the sensitive information

about the bank websites were found. All the details about login password used and

transaction details were found. By using this information we could analyze the user

may have used this bank details for transactions before making the crime.

e \We see that there were 117 email addresses found in the email hits and all the

information about the emails were captured in the metadata.

e We could also verify the details of the transaction that happen and confirm whether

the transaction was made purposefully as a contract benefits for accomplishing crime.

e From the below evidence picture, we see that the information about the Wi-Fi details

along with the metadata about the network details and location of IP addresses used

are recovered.
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Figure 95: Wi-Fi passwords recovered from the device.
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e The source of the file path is also found along with the details, that would confirm the

evidence found from the device are authentic and using this details we could write a

report supporting all these evidences that the user of the phone must have managed

to use all these ways to perform cybercrime.

Data recovered from the Cellebrite tool is forwarded to the Pendrive. We connect

the pen drive to laptop and we could see the recovered data from the below.
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Figure 96: Backup from the device using Cellibrate tool.

From the above evidence screenshot we could see that the backup file has the details

about all the audio files, images and videos. Now opening the weblinks created by cellebrite tool

with reports of contacts and SMS details are shown below.
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Figure 97: Report of contacts section recovered using Cellibrate tool.
The above web link gives us the contact details from the moto g that have been saved.
Using the autopsy, we analyze the backup file created by Cellebrite tool, we have found the

information about the contact details and email address of the contacts as shown in the below

figure.
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Figure 98: Email addresses recovered using Cellibrate tool.

Now from the recovery tool I-reparo we could see the details for images, pictures and

contact information were found.
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Figure 99: Deleted pictures recovered using ireparo.
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Figure 100: Recovered videos and audio files recovered using ireparo.

The above picture could give us the information about the details of all the deleted
images and videos that were recovered. From all the above Evidence recovered from android

mobile logically with the different tools, we confirm the logical acquisition of android mobile

moto g was successful.
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Data recovered from iPhone 6s. Here in this section we will see all the data that is

recovered from the tools we used and the challenges that we found while extracting the data

using the Calibrate touch too are discussed below.

From the iTunes backup, using autopsy tool, following data is recovered from the iPhone.
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Figure 101: Analyzing files from iTunes backup in autopsy.

We see that the autopsy is analyzing the logical files and keyword searches such as email

id, contacts, etc.
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Figure 102: Email addresses and content recovered using iTunes backup.

From the above screenshot, we could see all the email addresses along with the content is

recovered, with this data we could analyze and see what are all the communication that user

made and we could figure out a lead from there.



With the help of plist editor pro 2.5.0 we could open the manifest , status plist files and

get all the details about the phone details, Apple id of the user, to confirm that the mobile

belongs to the user.
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Figure 103: iPhone details recovered using plist editor pro.
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Figure 104: Apple id recovered through plist editor pro list view.

When we further search for the lockdown and deleted application strings under the list
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view we could figure out the metadata about all the details of contacts, Calenders, bookmarks as

shown in the below screenshot.
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Figure 105: Bookmarks of websites recovered using plist pro.

We see that all the information about the bookmarks, contacts and notes are visible in
plist editor, if we could use the links in bookmarks and further analyze what user is trying to
acquire knowledge from these websites. We also could see the maps that might lead us to
stronger evidence that summarizes the complete plan of the crime.

The data recovered using the application Gihosoft iPhone data recovery are shown below.
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Figure 106: Data recovered from iPhone using Gihosoft.
We could see all the details of data recovery from the above picture and the connection to

the tool and the device is successful.
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Note: The results of the recovered data are possible only when the iPhone is set to

recovery and dfu mode or unlocked mode with legal proceedings.
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Figure 107: Deleted images recovered from the iPhone using Gihosoft.

From the above screenshot, we could see all the deleted data regarding the images were

found, from we could analyze that the user of the phone may have deleted the files regarding

images that he took as supporting files to perform the crime scene.
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Figure 108: Contacts recovered from iPhone 6s using Gihosoft.

From the above screenshot we could get the recovered details about the contacts that the

user has saved on his iPhone.



98

Figure 109: Messages recovered from iPhone 6s using Gihosoft.

We could see all the message details recovered from the iPhone 6s that user had
conversation and also we could see the uber details that he traveled from place to place. This
would be one of the best evidence for the forensic team to submit to FBI to proceed to further
legal inquiries such as calling the uber number that was assigned to the phone and gathering the

information about where the user was traveling during the specific period of time.
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Figure 110: Safari bookmarks recovered from iPhone using Gihosoft.

From the screenshot, we could see the information regarding safari bookmarks, we could
see that all the information users had constantly reached out to websites.We could recover only
some part of the deleted data that was available on the device by using the above tool But as a

forensic team, we need to recover deleted data efficiently from the phone that would be even
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more helpful to analyze the data and produce the evidence to the court. For this purpose, we use
another application iMyFone D-back. With the help of this tool we recovered the deleted data

from the iPhone 6s.

The data recovered from iMyFone D-back are shown below.

Figure 111: Deleted images recovered from the iPhone using iMyFone.
Here we could see all the deleted data of images from the device and the messages from

external applications such as WhatsApp are shown below.

Figure 112: Whatsapp data recovered from the iPhone using iMyFone.

Data recovered from Cellebrite forensic tool is shown in the below picture:
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Figure 113: Details about the recovered data from the iPhone using Cellibrate tool.

We could not extract the results from the iPhone using the Cellebrite tool as we see that
the device should be in Debugging mode in order to extract the data. We are successful in setting
up the device recovery mode and DFU mode that solved our recovery collections to some extent
but we could not break the Passcode or pattern on iPhone 6s in our experimental analysis, thus
we could say that we are partially successful in recovering the data using logical acquisition.
Limitations

This project shows the experimental analysis of comparison and analysis of logical
acquisition of the iPhone over an Android device with existing methods and will not prove any
new methods achieved to recover the data. The experimental results and analysis are limited to
above two phones (i.e., iPhone 6s, Moto g first gen ) and the results may vary with different
iPhones and android mobiles with various reasons depending on their Operating system versions,
security design and the storage capabilities about how much data is deleted and set to factory

reset mode.
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Chapter V: Results, Conclusion and Recommendations
Introduction

In this chapter we will compare the achieved results on both the android and iPhone
devices and conclude which one we could get complete success by using various forensic tools
and techniques. We will also discuss the challenges that we would face with the updated version
of operating system in both the android and iPhone forensics.

Results

For this project the devices utilized for forensic acquisition are iPhone 6s with iOS 12.4
and Moto G with android version 4.4.2. Successfully performed the debugging techniques, like
using the PowerShell command line to enable MTP transfer functionality, we are successful in
enabling the MTP along with ADB activation. With the help of the Andriller tool, we acquired
the data including the emails, contact history, Wi-Fi passwords and metadata about the media
files including videos, pictures that are deleted from mobile.

With the help of other tools like ireparo forensic recovery for android, Cellibrite touches
forensic tool kit we successfully recovered the deleted data about messages, contacts, call
history. Whereas we are for the iPhone 6s that we performed forensic analysis and recovery, we
were partially succeeded in recovering the data using various acquisition techniques.

For the iPhone debugging, we used various tools but could not succeed in cracking the
passcode, we did set the iPhone 6s to recovery mode and dfu mode, then with the help of
forensic tools like Gihosoft iPhone recovery tool, iMyFone D-back and Cellibrate forensic tool
kit we are successful in recovering the deleted data with logical acquisition methods. we are

partially successful in recovering the data from the Cellibrate forensic tool.
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Conclusions

With the help of several forensic tools utilized in the research we successfully recovered
the data from both the devices. As the operating systems and security architecture design is
unique and completely different in both the devices, the methods we utilized for the debugging
the android device and collecting the recovered data has different approach when compared to
iPhone forensic methods. All the techniques that we performed do have several challenges and
flaws that made little variations in the data recovery results when compared with both the
devices. we are partially successful in bypassing the iPhone as we could not crack the passcode
or pattern by using different forensic tools but recovered most of the deleted data when the
iPhone is set to recovery mode and then to DFU mode and back up the data using the iTunes and
with the help of all the forensic tools like Gihosoft, iMyFone, Cellibrate tool kit. From all the
research and experimental analysis performed in this paper, we conclude that the in-depth
analysis using the logical recovery methods in android can be achieved when the device is set to
debugging mode with the specific os version whereas for the iPhone we are partially successful
in debugging the phone by setting the phone to recovery mode and DFU mode and taking a
backup using iTunes and In-depth analysis of recovered data with logical acquisition techniques
can be achieved if the device unlocked or forensically open by the forensic team with legal
warrant or proceedings.
Future Work

Constantly upgrading the OS versions and enhancing the security architecture designs by
adding the security patches and features including fingerprint sensors and face id to protect the

device from compromising the data made a more interesting and challenging environment for the
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forensic team to acquire data. With further research and analysis, we may be able to bypass the

updated security features by using various forensic methods and tools.
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